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Abstract

ABSTRACT

Information security issues have become increasingly prominent as the internet un-
dergoes rapid development and widespread popularity. While traditional cryptographic
solutions secure content confidentiality, they may still attract attackers’ attention. Thus,
modern communication security requires not only the confidentiality of information but
also the concealment of the process, leading to the emergence and widespread applica-
tion of information hiding techniques. Steganography, a significant branch of informa-
tion hiding, enables the covert embedding of secret messages within various carriers,
which is crucial for military communications and personal privacy protection. Tradi-
tional modification-based steganographic algorithms can only achieve empirical secu-
rity. Achieving provable security has always been an important pursuit for the stegano-
graphic community. One prerequisite for achieving provably secure steganography is
the existence of a sampler that can strictly sample according to the carrier’s distribution.
The swift advancement of deep generative models and the prevalence of Al-generated
data have provided new techniques and environments for provably secure generative
steganography, advancing research in this field.

Considering the rapid advances in computational power and the potential emer-
gence of new attack vectors, traditional encryption techniques will likely become inse-
cure in a few decades, necessitating more secure encryption measures to meet long-term
security needs. Honey encryption is a novel technique that aims to produce a plausible-
looking decoy plaintext when an attacker attempts to decrypt the ciphertext with a wrong
key. Thus, even if an attacker obtains all possible plaintexts through brute-force attacks,
identifying the true plaintext among them is still challenging. Such a design signifi-
cantly enhances encryption security, making honey encryption an effective tool against
brute-force attacks and particularly suitable for scenarios requiring long-term protection
against powerful attacks.

The thesis addresses the two core needs of data privacy protection—concealment
and confidentiality—and revolves around researching provably secure generative
steganography and honey encryption. The main contributions and innovations of the
thesis can be summarized as follows.

1. Efficient and Provably Secure Steganographic Algorithm Based on Distri-
bution Copies

The existing provably secure steganographic algorithms can be categorized into
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Abstract

three types: those based on rejection sampling suffer from low embedding rates and
slow speed; those based on arithmetic coding and those based on sample space grouping
are capable of achieving higher embedding rates and speed, but their implementations
are challenging to meet the theoretical assumptions, therefore they cannot achieve the
expected security. Essentially, all the aforementioned algorithms use the index values
or function values of samples to express the message. To overcome the limitations of
existing algorithms, this thesis proposes an efficient and provably secure steganographic
algorithm based on distribution copies. By creating multiple distribution copies by ro-
tating the probability distribution provided by the generative models, the index values
of the distribution copies are employed to express the message. Security proof is given
from the perspective of distribution preservation. The embedding rate of the algorithm
is significantly enhanced by recursive grouping. Taking the text generation task as an
example, performance tests are conducted. Experimental results show that the embed-
ding rate of this steganographic algorithm can approach the theoretical limit. Compared
with the normal generation, the introduced additional time is relatively small, ensuring
the algorithm’s efficiency in practical applications. Furthermore, the algorithm is de-
ployed on the text-to-speech task, verifying its versatility.

2. Honey Encryption Scheme for Natural Language Text Based on Deep Gen-
erative Models and Arithmetic Coding

The core of honey encryption is the distribution-transforming encoder (DTE). Ex-
isting DTEs typically leverage traditional statistical models and a fixed-length encoding
scheme based on the cumulative distribution function (CDF). However, these schemes
fall short in modeling capability and generalization when dealing with complex data
and struggle to maintain the original distribution. Starting with the minimization of
modeling and encoding losses and applying ideas from the domain of provably secure
generative steganography, this thesis designs a DTE based on deep generative models
and arithmetic coding. It begins by tokenizing the plaintext, then encodes the tokens
into a seed using arithmetic coding, leveraging the probability distribution provided by
a deep generative model. To eliminate distinguishable characteristics, pseudo-random
padding schemes are conceived at the plaintext and seed levels. The experimental re-
sults demonstrate that the proposed scheme achieves a high compression ratio and little
encoding loss. The scheme can achieve little modeling loss and high security when

using large models.
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ML 6 ANHE T M ds m (R T/ E N N — AN oe, Herp 6 J Zadkdfi] 110 Xf p
[Tk o X FPTT 5 EIRBEAE I H AR BERF I SCAS, H 2 RARREIR 1 IR SOA
oA, eV,

2018 4F, Yang 25 A4 T RNN-Stega, W& 1.2 fis. MATHIg 7 —
AN LSTM 188, FEREANI R, 78BSO T T — AN Jo M 0 AT o AN
T Fang %5 A9 J715 32, RNN-Stega 75 454N [A]SEARE T H 040 A 5 A 1) 7
Huffman #f, J4 2 # N\ &5 28T Huffman 2569 MR 6D 1 F25 R 25 B8 A ot
P, B IREUR VAN &8 1S Huffman g b5 1 2 69 1 R4 98] 70 7 21 3 AL 25 TH
B.o XFEE [32], RNN-Stega g4 5 IE# SCA IR Z 55 A BEAH I (I B 5 AR

5



________ [ T N N N R L
FUBMERBEBERSESKA

& 1.2 RNN-Stega 7~ & 33!

2019 4, Dai fl Cail*Y 5 Ziegler 2 A\ B> 53 5 AN J5 1H %+ RNN-Stega it
174k . Dai 1 Cai®* 4% Huffman 4% i £ G IR B S5 25 RONE S 440 A 1 20 A AR
A Huffman 7345, JEFE—ABIME 6. EXENB A, 25 Huffman 7010 F1R 46
SAATRIEEES/NT 6, MR ATH B 4T M Huffman 73 RAE) s 5 AR
B ONJFEIR A0 RAE) , “Mi ot ” SR N — IR AN 2 AT TR X AN T7 2N
Patient-Huffman. Ziegler 5 A 331 U[Ef RNN-Stega 8 FH () Huffman 2w A #e %, 1
PERE E 4T 5 R Zw Y (arithmetic coding), $EH| | Neural Linguistic Steganography
CRICTERRANLS), Wil 1.3 B, A1 R [ e & BRI TA] AR R Tl H
IR 7 AT HEAT top-k k. tbAh, ARATTHECR: RNN-Stega H i F 1) LSTM B 78 4t
N SR Transformer #27 CEARML, J& B OpenAl $2& H )75 i KRR SC A %L
PE4E WebText FHEAT H B IIZA5 2 1) GPT-2 BEAIBOT) 454 sl e A i 2 3
i, S RAHMEEKRBERT .

2020 4, Shen 2 AB7VEH T NLS i FH [ 52 1 top-k BT R IR 76—
ABFEE, R kKD, 2FBREARIMERZ; W L XK, SRR
HIEE . LT, AT NLS F € k 8 SONERAN N R B & N E k18
AR XA T BN B & NS AR IS (self-adjusting arithmetic coding, SAAC),
I K SAAC X EE NLS Toib /2 2 ARk A N A Frig It

X L T VR AR VA 1 O 2 A AT IR, 2021 SRR L EATIAS 201 [H]
T U6 H 63 R i IE % 485 . Kaptchuk 25 A\ B8HgH, %FF 5T B AR5 1)
b5 R, WRAERICREEN A2 B A B EH N (re-encrypt), M43k
BEMLIEEH (randomness reuse) [71@, ] REA (5 Bt K. N T wikox A A &2,
AT T B0 G RIBRE 77 % Meteor. SEFR_E, ARATT R NLS 34T 17 #8112
B %, 5 NLS ZiH 7 — RA46/NX E#AEA R, Meteor £4F— N AP /2
M0, 1) KFEs B, I AP PAT I B IR FIR AT, SR BT E
%, DBribBEALEE R . AT, BT AR D2, Meteor fEA & L H NLS
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0.0

0.00111000

0.00111010
0.01

0.10
y = f(m) = “Hello fellow humans...”

B 1.3 BETEREEKAERRCARBEITE

K TIRZ . oh, 1 Meteor fEFSEALI LIRS H, B MA 7 — RyE
SR EA NS KRR SE R 7 A, XA R4 JR AR A i ok 1 HAER, BRlitk
Meteor JCiZEIiA B TIH) % 4. Zhang 25 NP T — Rl TR T REAS A 4
HI B 5 #)iE ADG (adaptive dynamic grouping), FFiIERH T IX Fh 7 v 1E B ARSI
T KL 80T 00 AATTEAR R X FERT R3] 2 (0 e 1] oo R 2 O FT R
LIS 28 A or . CREAN R T IR 255 T 127, R r EERFH R,
AR ) 73 A BEATLRAE H— Nl 76, IXFERLRE AR r LRI S AT T8 sd i 34 )
BAESETT TR NS . SR, TIE B IR 2% 11 2 Be W54 BT 1] o 56 36 2 S b Xl
Gy MR FAHSEIAE, AR BARSEI Y, BT R T SR o A B R, XA
A TLVTA AT RET 2, Kk ADG . IE 208 B A i 22 4k

7E RNN-Stega Z 5, A —MHF 70 RE 4 A2 OCTE AL AT &5 € N 3755 T 3C
ARV EARGE T 73 A AR B 5 SOA, B A4S AR OCAS I TR SUCRIA 78 NI
AR, R TAEE T2 H4i 2% (variational auto-encoder, VAE) [#] VAE-
Stega [V | JET- LM% (graph neural network, GNN) ] Graph-Stegal*!l. fii
F Encoder-Decoder #5 B4 $2 F- N FIA TR AIME (cognitive-imperceptibility) 1) [42].
XS B AR A SCFE M E A, BT A I Z A4 40

A AR CAREN KR RS AR 1.4, XERKREREREHR
5 S B AT Eo KEERBOEHZ: B 2 B S =R R
G3 AT B — BIEVA AR B 5 E 18 B SOE ORBE R B AT IE 24y, AR FF LR
Z5H RNN (LSTM) #2821 28 5k R A TE L b I Z5 1 Transformer B2, [&
HXARFEA T RIERTE, BE RS IR SCRRG T REZE RAELE /N



F1E % w
!

RNN-Stega (Huffman) NLS (Arithmetic) Meteor
Yang et al. Ziegler et al. Kaptchuk et al.
TIFS 2018 EMNLP 2019 CCsS 2021

Patient-Huffman SAAC ADG
Dai and Cai Shen et al. Zhang et al.
ACL 2019 EMNLP 2020 ACL Findings 2021

n-gram

(Markov Model)

Bin
Fang et al.
ACL-SRW 2017

Grammar Template

VAE-Stega
Yang et al.
TIFS 2020

Year >

B 14 ERAXERERRRE

1.2.2 NAKE#EMNZ

BN R miL s (DTE) , "5t B 05 Rl 2 8] A1
HEH ., B DTERS471 35 S FE S S8 (U0 n-gram B8, HER |
TNICTEFRAEA) XS B A AT @S, IR T A e (cumulative
distribution function, CDF) &K Jmtd 7 26 B U4 AR+ iXFh DTE 4]
SO R B R AR, WEHRS . DA (PIND . 4RAT
R4 (Cvv) Bl SR, GRS T AR A B IR 2 I BE (i
SRIE T SCA) IR s BIRE ) W2 ALRE D22, TN AR R TR AT (R IR AR
E11<E§5%§§ﬁﬁﬁ§%%; Ak, BT CDF WA R AT gt 77 2202 — Mg K g hd 77
%, "EMAERKN WS RR RS, SE VAR, wfr it

l_é?Eigkln;33Z2klif¢§ﬁﬁgﬁﬁ§§ﬁﬂicé§ =20 DTE, A {EAFHT 7 i iR .

1.3 BXHRARTSEHFH =

_mRDA L AEMLEE | HRAE . Bin
RS L AERE

HEIAEEIISE I B AT AT LS 5 —

BRAEAR RS A? ERAXE | LABAR

145 7 =R ! S

; RERER

Ba/RE T ’

) 4

S T
wnkﬁmﬁgbmm e = | o
A3t XA g
R IR RO AE sl |
| SR

B 15 AXHRATIEE
B 1.5 s 7 ASSCHIWE S A HE R . ASCRAENIE FE N 7% — 2 it eI
S P REORFF 2 Uk B CE TR 2 R S iE, R AR G ATEE
24 fa S B B AR N SOR BRI RGBT R, DA A SCA B E T A



Fl1E % @

Gt IXPIIAIT TN 2 ER 73 0] 2 MBS e 1R A0 DR 535 1 P S A0 A 25 FE A B AL TR 4
{H SOAR B HEINEE RS #% 0 DTE SEhp b A A SUAR RS 1) — M A2 2.
BAgh, 1.6 fra, AMESCARRRS BN FIE 25 LR 7 21 3 4o B AR TR
BOCRRIERE £, M EE N2 B R TE F SURFEHON R P H R R g: 3C
AEFEINE ) DTE Jahd BRI RS FVA IR0 o] DLy I B g AT fo BEAh, Ak
HOCARR S 5 SO N # A 73 A ORI IE K

HARRFFE NS o MO BEATLRAT A X 8] 2B 77 ZE SR R, $id i —F A
TR AT IR 2RSS, B R 7 LONR G e 2
ANEIAS, SRR R SMERIEHEE; @) 5 4188, HXMRsH
IR AT B I IR IR . WA RACCARRS 53U FEIN % 2 8] 12
AR, BA IR 2R S AR N H T AR EREIN % RE Rkt $E
— PP TR A A R A R G b ) SCAS I % T 58, et AR E T . BT
B H IR T SXOR AT B E G, RIS R B AR A Al A S T4
REERIRE < ‘

RSB / EENEDTE BB (o 1 an
- PR

T— token K4 N
LEES > sammar BABES XA

iz S
RO BB H0IZEY / BN DTE %5

B1.6 RESEEMFNRR

1.4 RXIKRLEH

AR T, WS

B1EER: A T AANR IR SR BRI RIVRE K
S, XARZALR SN SO0 Rl R ARG AT B 4.

B2 B MREREFE: M TRSEE., BaARE. BREzet. &
STEZ R G MANEZ EREHE, 2 7O RGBSR ANEZ 2 1R
ERIEAESLE A, T E RN A 5Tk

%3 B ETOMBIENAERNTIERZEREHE: HXTBETLIRAFE X E 53
o7 IS s SR T 2T A EIAS 1 Ak 2 e Fa S s, Eadid )17 4K
AR, CREX AN ES S R IE I RN R ST B R AR AR R .

F4BEETERRTIERZERENERNF SR FARGUTIEZ 2RSS
AU ) SRR N TN A, AN DTE BB R MRS H R N T, wit T
B IR LA OB AR R S G i) P SCA R 7 5

9



F1E % w

BS5E BESRE: MNAPAR TN TAEBT 1R84S, FFR AR
JTIREAT T e
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H2Em MREREE

F25 WXER5GZE

AR B RS R A HE I A AR OGBS 5 . oA 2.1 WA HRR S

My 5 2.2 W MR BN A TS B SRS Trik 523 g

Fa 52 athe 3 24 WHAHEMANEZ 2REWIE: 5 2.5 THAERE AR

R R HOR AT 22 RS R S 36 2.6 19 2Rk T VR 5 AR OASE 28 1) e 2% P IE 22
SE MG, 5 2.7 WO RN A AR 5 U5

#
1

21 RERE

Fa 5 AR BRI — N EE 3, AJLUEE Simmons T+ 1984 F4
fRINAE ) B (Prisoners’ Problem) A57Y481 5 S0 Alice F1 Bob 4 <178 I R A AS
[F 22 prrh, B SRR — R TR AR, ARATTRE LA I i ME — 1 B g IR
Eve “#§ i &, — H Eve 09 2BATEE TAAEARMT 75, WAREIEE. %
B E AT, MU EE, IR gs. Kk, Alice Al Bob 4
B — MR H (message) RAF “BHRLUER” B#EMAGF . £XAD
R, Alice FI1 Bob #{FX NF2 5 # (steganographers), Eve #{F NS /38T
(steganalyzer). £ RNXH, G—FRIFRAETH B MIRIETT N Alice, #2874 Bob,
Witi# (BEaHr#E) N Eve. i, Eve s BIA R H bR A I WAk 2571 5
FTAAAE, MATEMENSWEANE. #1522, 2 Eve KL Alice 11 Bob 7£
HHATREEAS, ZI8E KRB T . — B AR IRAFLE 1 B B R AR
(cover), FHRAFLE I BRI RIRAEE (stego), HH P, Al P, 4 MR N E A
AN 3 AT o BRI AT P, AT DL ON(EIE 73 A D B Eve X 75 #0118
BERRSIA THEHEE, AT EREN SRR EN .

P 558 I JF - (Kerckhoffs’s principle) 2 2505 2 [ — 2% JE A Ji U 1491, ] )9
PIN: B RGER)Z NN T 5, AR BEEAR S HRREY R
ARG, AR BRI EN: (25 R N% UEE AT NEEA T, %A
HIR R G %4, TEINGEN R, (% Eve %42 T Alice F1 Bob RJ GE1# H HIR& S &
ERITA FIR, BR T Alice A Bob 7E#E Wik BBl € 1 B B 5 %5 4

BN UK EES M D EMEES RS 2p BAMA -1 HEHMEZS
T 3G B 18] (probabilistic polynomial time, PPT) L4 =l >, =

(KeyGeny,, Encodep,, Decodep, ) %01,

« WYL KeyGeny, (14): UER 4 KHRF SN, AR—ANKE
Nk IR K € (0,1}, EEYIEHARPIA Bk . Hh, 2

11



F2E MRS
NS H (security parameter), K k 5Z4S80 A fHx
« VB HRAEIE Encodep(K, m, H): LL%AH K. F%THE m € {0, 1} FI{E
WIS HAE AN, IREEE, BN IIRFS 5 s = s [so] -+ 15
o JE RS Decode (K, s, H): LAZAH K. H% s MUEIE T L HAE NS
A IR[ED s HHHREH BYE R me

22 BH¥ARE

Ko 5 A K JE B A U Z B BR S, HAE Bauik s iR 2 AR
e NENER RS SO R A3 21 . Oy 1 5 A b FEAR RS S AR G LR 18, FRATT
DA BB B 5 i BAL G e e e 5 Ok o AR R R I RE, Bis RGBT
R JPEG $ I 3E B & MRS M H i@ MRS .

221 ZHIEBENIES

AN E B e (least significant bit replacement, i FX LSB &) A fE
e ORISR, AR 7 IR AH T 0 6 AN SRR A A
LK FE G ), BB REFE A 8 LB ERE R KEF R, aitf
28 = 256 MAE MK FER ) TiAE RGB Bg T, &MEEEH G 34 8 [
B RF NP, BIH 256 MAFRMIEIE. X1 NI, HHAR MK B 5k
OAEMS EXELIX 4y o fE LSB Bk, KILTT 75 ZiE & — Ik EUR R A EUE
EIE, BRSNS X KEG ERrE B R LSB & i # i B Ly
P, 1330805 BE . 3RIBUT R B ER EUR G, R/ 1% REORH [R] R I i B
FHEUR ErE B LSB, RIRI K E R AT B o T 23l 5 2 e o e i e
PLECER P 2 PR RN, BT RAXET- LSB Bk iit, V8 B % SCLURF A 50% AT ReS
JR U5 LSB —3, ArPAPEISRIERERN 1 LLEFH E R EB R 0.5 MEER, AR
2 Wk RAE R BA B B FARBEE, {H LSB B # VA A7
“AExtgn "B, 25 G T GBS AT AR TR 2L RS A 3
M. i 2.1 B, AR B H IR LSB B kit #Ed, B ER1E 2n
N5 on+ 1 MBS, (HIFALES 20— 1%, Hbnel0,1271n2Z, X446
15 “EX” FE SR BN
() (o) (i) (o)

Bl 2.1 LSB &#H) M0 RN

N T TR XN, — RSSO LSB JTAL (LSB matching)PP4 . 7
LSB VLECH, [AAE2FI LSB RFXMEN S, HFHEBMIENME RN LSB E

12



H2Em MREREE

0 1 2 3 | 252 253 254 255
0000 0000 0000 0001 0000 0010 0000 0011 1111 1100 1111 1101 1111 1110 111 1111

/22 LSBILEFTHT “{EXIHRRL”
B, XHXAMG EZAEHAT LI 1. £, LSB UILECA] PLR R N

X, LSB(x;) = m;
Y = { (2.1)

x;+1, LSB(x,) # m,

1

Hrp, +1 RREH 50% MERET +1 802 —1. 78 LSB ILRLE RS, BMEER
H 572 A AHAR A AP Re R AR e e, AN AR e 1 “ABDRE 28OS o)t anfs] 2.2 Fie
/No LSB UGFELAHR AR 2 LR/ IR, 5 LSB &t F. LSB ULECTFA 70
W 1A (£1 embedding) XS Tk, HIESREMKBRLREERN. FHEK
IR RS ). 2006 4F, Mielikainen> 223, LSB VLEL LAY A] A&
LSB fi, &r]BEfEIR LSB fir. MG R PM ST, BRI AR LSB R, ¥
RNECRIETH 2 2.67 ELbEAR

ek 1 BRAAMEARE R EA =BT M AME. +1 80 -1, Bk bEZ
BEK R log, 3 HLAFW B T IX W%, Zhang il WangP®1F 2006 E42 HFRA
FIRESTTIA) (exploiting modification direction, EMD) IR 5 4wfid: LL n M
FRN—H, BHEZ RV A 1 MEFRIT 1 B BITRAMESD, B4
BAE Qn+ 1) MBS, ATLURAN log, 2n+ 1) ELERE R, KR NBCRIET
ES % FCAS /. 2 )5, Fridrich il Lisonek PV TR B AR AH TS5
EMD #H [R5

Crandall P81 55 5 BLRE S5 i 15 26 14 43 AL AN A5 A0 1 I FEBR &R - Westfeld PO AR
P — Ve, T IR Wit 1 4t bR S AR FE GRS 49 FS . Fridrich 258 A 100 3@
ik 45 A B g A R B AL LR ARG T T S 5, R TR AR BUERE (low-
density generator matrix, LDGM) it T BA K AR IR S gmig 01 . Zhang
2 N2V 5@ i 45 A DS VB AR GRS, A T AR R KR A mIL Tk ZZW

222 ZEHBENEES

55 2.2.1 /AN B AR SRR TR M B R AR R P
SINMIRE (ERRARHT) HGRARRI Y, - IXM B I B S AR AR o B0k A
Mo BRI, XM B A 7800 A B A 7] XIS R R B2 T 2 A k.
X BBk, M R R, 2SR ok X I ELAB BSOG T X8 A4
Rl R e BT IRXAEE, AT Z O B RAN R X AR 3R 8 AN TR R B 5 2%
o, RXMEAIRRON B & MR EAE R . B E NS HIESRAE RN B &R e I e/ ME
RE, BEEAELBRE ENRRRART .

13



F2E MRS

X H &N S S R R A AR — R RS D, 18R —Fh&
MU RE T RAE B 28 LABENRE RERE, A8k Er&EIo
FOE XA RIBBE S, SR 2 kil 2 X BTt & .

RS gL T, Filler 2 AT 2010 FE3EH T 1l DUEIT R S R R E AR K
T B R I T 48 9w E5 (syndrome-trellis codes, STCHIO3-64, 1 %% A T 2020
FERRH T TS AL S S 1Y (steganographic polar codes, SPCOI%], fE LI
AR R AR FEIE T F2 5 R S . Yao 26 AT 2023 SE& 7 T MEIEmILEIH
ERNFREMREE, 7T LDGM M RE T RS Rk B A H G N RS Y
i 661,

7£ STC Zmfdla] LAK,  H & a5 E W OB 5 1 Fm, W5 a6 ki
W] 52 SCRE A BRI BB S A AR I BR S R FLR 3. Pevny 25 N7 H T8
KH STC Zwfi i H & M R& S 5% HUGO (highly undetectable stego) , ‘& ) 848
& RIS 0 B bR ] el et fa 5 o i ikt il 2, fr DLE B X B S 7
PHRFE BT R B R — R — MR R SUE T BN SPAM (subtractive pixel
adjacency model) F&'5 S HTAFAE 1 AR (/N A IR AME R ISR /o 31X
Tolt 2R L pR US43 18 S5 A8 DO IR i T8 B B A X e 15 2 T 3K R A 5 ) O
PE, HUGO RS ROt HRAE 3 T SPAM R AE I ER5 43-#r o SR, Bt 2 ] DL i
fhBa 5 2 MR R A HUGO. 2 B3 /IN R AT DL sk R A =) 350 1) 2 Sl A
PR EEE, WOW (wavelet obtained weights))[%°] i1 SC-UNIWARD (spatial-universal
wavelet relative distortion )70V ik (i FH J5 ) /N RO 28 58 BR S R B, JRRESCHRF
KM =6 =7t STC #k N, EAHm T kg0 & X TR S A . A
SRM (spatial rich mode)D ! 3E4T 55 5 43 Bt SL 46 (45 L H, WOW A1 S-UNIWARD
2T HUGO. B JE, Li 558 AXTERS 2k J 00 A 4 8 5 HAs U 1 s R () 52
M AT TR, AR SNBSS e ORI U2 A 2 B AR SR EOU) . i A
EUCRAEJEIN,  Jf4e th—Fhfa] B R Be S R H R 2 HILL Chigh-pass, low-pass,
and low-pass 731 . HILL 383 {5 A — AN v i i it 28 FrO Jr i ke 22 o 221 1 85 A7 R 15 1)
S R RETE , FEAE I PRAMICIE IE I #8 R SL 0 2k |1y 8k, BAS 1 Lk HUGO. WOW
A S-UNIWARD 4 (5T S 7 M Pk g«

DL EFE 5 2R SR B B AR 2 S A U, BT 20 B 2k SRS v R Al
PEZ AR R ERAR L, 5 AR B2 T gt A R 5 R ek 4, HA K]
/MU BAA S B 2 18] 1) 22 S R DU A U 8 B PR RE, GRS A 1) 5 S B ORATE
B 'S M B o Fridrich A1 Kodovsky 74V iy 7 % A AN o0 A (¥ e s A, it /s
W 2 B KL 8, Wit 72 2 um it M R 5 5% MG (multivariate
gaussian). f# ] SRM #HTIRE o sLio 4 REH, MG <45 HUGO
KM B MG EA BERIA M, HERMAE T MRS R BRI

14



F2E MRS

A, G 8E Sedighi 58 N 5evt i) 58 I 52 3% 1Y MiPOD %32 (minimizing the power
of optimal detector)!7>1#] N F: Atk

IR R R B ER A TR RS R AR A BT AR
M), BEAAR RS TSR R IMRINM, R FAGTHRE B AR AR A
HEL b, BARMARICER OUHRMAITCERD ZEZAMHRUER, TintEay 2
W T IX RS . B REBIHAAFSCRE S B MR, Li AU
J% Denemark A1 Fridrich!771 /3 5ii#2 7 CMD A1 Synch dEhntk s Hk, X
R R G BRI, B8 e R R a0 2k AT BN, HRE
() 5 FL U 2> AR SE AT R AR M R BB SO AT S B, RAELP IR =B 07 1A
RATRE—F. {EH SRM #HATRRE 7 HrSede 45 SRR, AHECInPERE AL, ST
PUS I REA B E 38R . Zhang 2 NS E B RIS M2 M HIABE R LG R A,
R T AR MRS 9w TS DelJoin (Decompose Joint distortion), 5 JE 44w fd n) &
S50t I R R AN I i b R R, X — SRS A AR AN R B D = R

2.2.3 JPEG a5

JPEG /2 A K14 E 5K /NH  (Joint Photographic Experts Group) H & HI—
P AT AT R 4e bR e £1%F JPEG BE RS — e S i A 2] JPEG &
FidmtDid PR R B B DCT R+ . 5EIEE KL, JPEG RS T il 2
AT R BB S R B2 3 AH BRI 3 i e R AT R v AR AR

Upham ¥ LSB # #8540 & N H 3 JPEG 18, %5 T ka5 %t IStegl™, i
b B A B AR BR 0 [E AN 1 B A DCT R 3 LSB & # jlihih %5 B LU ARe 7 31 ok S
RS HA . Sk EIR LR LSB B #38M, JSteg thx 5l “fEXf N, A
DI TGk ks i i a Rl BafE, — RIEE RS RIE RS
BRI . Provos $2H T OutGuess B 53, THEASHANSIE: B4,
RIEE S HINTA DCT RECHIEHE—MIETL T4, @ AFESBR o
BN 1 AE A DCT &3 LSB 8 # b 257 B ELR P 1R SEIL RS SR B3
&, WREATHEZSIMNI DCT REGHATRIE, MRS 5 DCT R E 7K
—3. BRIEZEIEAR MB (model-based) BT Steghide®?1 . SR, EAUUAN AE
E—EREE R ETE, gt & EARAAEE R, Btk huks it ge

7 JPEG BB 1) B&E MBS J7 1, 75 2R TR0 DCT R &G T it
#r . I-UNIWARD (JPEG-universal wavelet relative distortion)[7%1 3@t DCT RE 114
EAONE 5 1] /N9 i 00 B 22 OB S 55 2R B o Guo 2 A\ 33130182 31, 1 F-/ME DCT
REE L, MPHEFER SN E S DCT 2B oMt Z kAT, Wi
BHPAEN, FTFXAME, i1 T UED (uniform embedding distortion)[®31,

15



F2E MKXKEREIE

AR KA DCT REGHAT B, FESIE/ME DCT ZEEM. HT UED 14
AT AT 8, HOE FE R R AL T J-UNIWARD, H 2 224 PR U -UNIWARD. 22
J&, Guo 25 A& T UERD (uniform embedding revisited distortion)®4, @it %z
H2 FE DCT REUR /3 BT AT R 25 N R 3k — B3R T+ T UED. Li %5 A BT )4
PSS E T, SR —FE A T JPEG 3 H & M R 5 (1 Bl Pk S
(block boundary continuity, BBC) JFJUI, @it JilAH B E #H R 42 DCT 5%k
I 8 SO ARAIE MG I 23 I S R AR S e, i — D4R T TR S 2 4tk .

R, AN AERTAREREEHITEELR %Y. N TaRZeREH
M S, Bk SR — AT 2 AR . R IX M A T REE R RIR /D,
ER Bt B Al — EHCE R A, DUR 0 B B IR B s 5 B9, Rk,
SEPUATIE 2 AR 'S — B PR S AU — KIE R

23 REZREM

Communication Theory of Secrecy Systems (871 Ff P22 B SUHbF5 HY T 4 i Bt R 4%
14T IR HE 14

HE =LA, AT i b i 2 e v g SORE RS
224tk . 1998 4F, Cachin!® 1 Je W5 BISHI M BE BMIR S RG22 etk . B
b BARG AT P, R A P R, B Eve (8 A5 R AT IRE 2R Bk oK,
AT LUK RS RGN ZETEREN P, AP, Z B RAEXE (relative entropy) Bf
KL #%/% (Kullback-Leibler divergence, KLD), iFH AN

P
Dyy (PIP,) = Z P.(x)log, L) (2.2)

Py(x)

HAT & TR Z S . W Dy (PIP) =0, NWHZEES RGHIN N2
#2241 (perfectly secure), fEXMENL T, P, 5 P, M iHE, RS0
A —AX G x RBARIE B I TVELF TRENUE I . Wik Dy (PIIP,) < e
MIFREEE RER e- 2

2002 4F, Hopper 25 A\ PO 1 Katzenbeisser 5 Petitcolas®1 23 51 37 b M it
HEZRMEEWMAES T TRE 242 E L. MAMRBAFE AT LU A% 3% 1
G180 D HATHNLRIER B ET S Op, HIEE Eve WTLAVI Op, H4
A DK Bk 2 il AR AT — DRI — M R RS R (iR T B
KFE, XPN Encodep) M H L& IEH RAE CRIRAIN B HIRFE, XA Op) 1)
By R X iR . A5 Bve NN — DX G2 Fa 'S R R, s B 1, 500
AT 00 B4, ALK Breh #5055 8 SON 0T 3K B AR RAFE 779273 7)1 SE A R
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H2Em MREREE
R FE RIS T A 1 PPT I B Ap, MHHAGERT ZESE A ] B
), R

D
W AFRIZEEE RG T H 241 . Hd negl (1) Fonk T 2428 A K A] 205 5
Ko A2 PREE XL R AN BREL p (x) TS REL, A TAEE—
MNEZTA P, FE—D N, >0, FEMTHER x> N,, #H u(x) < 1/P(x)
AT
FRIR LN E 22X AAE T WRAR B & P vHE R 73T IR,
HWREHE AR BAE, e E R %s. WHRIE—F, T EETHEEIZRN
BB M s, MHEAT RN, TR %S,

|Pr [A%”COdeD(K"") - 1] _Pr [AOD("') - 1” < negl (%) 2.3)

24 ZRHEMNIFLLREEE

H MBS 2 4 e tH PR, B FC B TTAR R BT 7 JURPIE SR Al ik %
ENREHE. XA HIX T,

241 ETEAXENEERE

2002 4, Hopper 2 A\ PYFESA B 'S (O H 5 2 45 SRR T3 TR 4R
¥ (rejection sampling) MR EMIE. {EXMMEH, FREIEEITHLZE—471]
DLt 32 IS TE 0 A D AT BRI B SIS L Op M— D TimkE f. .
fRbREL f 2 A Op RFFEH IR N f REE M. fFRS
B RGN 2 A FIE IR AT R E R E — NN R KIS
77 Alice FEHAT I BHR AN BIE 21T 75 22400 H B4 Ings s BT Bob 7EUAT I
BRI G 75 B B SCHAT RS . BRI AP 1, Alice IR ZHRA 1
LRHE S m, € (0,1}, W@ HEARIERAG — L £ (s,) = m BFFS s, K
B HCTT Bobs Bob Wi H s, J5, HESES U m, = f (s,) KW E LR m,.
Bob ¥ A I [R5 B A B LU R, (B r] DRI e Bl B . Bk 21 B T
TELRFE ARG : (EH Op RFEH— M5 s, HHBREUE 1 (s,) NETH
Bomy, MEFCREMNS s, HTR—EHLERFEHTE RS, rbl—
M E N RRRE R N—5 RN N, WA ERRE, X
FE2 gl NEE R, BT LG f5 ZAE IS FE 5 H BN B Z B 5 A S i . BT
W R, AR SCAS B 2 AR dm b BEAT FEAI N 4H o Al PR P B S i 1 2 Pk e
2y Sk et BIE B S LS HEENUP AIATTIX 7. 2004 £E, von Ahn
1 Hopper POV FE R EE 23 1K 3% A a5 My BB AT I 2, e S5 2 RO Bk on 28 0540 il
NAMEF, ol N—MRImEHRITE, 33 7 ETHELARENAHRES
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EVESR PSS Vit pps
Fit . 2005 4E, Backes Fll Cachin®!) X AE b JEfl b HEAT 4G, A8 FLAE WS HRA G 2>
T
Bi%k2.1  rej_samp(f,m, Op, N): TELRHE

Input: TLIRERE £, FHRAHE m, TEHL Op, WAKRIERE N
Output: % s,

i« 1

s, < Op

while i < N and £ (s,) # m, do
s, < Op
i—i+1

end

return s,

SRTIT, AN T4 246 SRR 1 R 55 A0 e 7 S22 rh A LA R IR 1) v B ik
NI (BN 16 52 20 o5 B 25 0 N TR0 B SR S B Ky 2) 2945 T 40 A 1 B
AN IERARRT, FELRRE RS RIL. T H, EEGEERIIEO T, B —A
RN P 4 BRS04 A AT B LR RE 1) S G SRR 38, (5 75X A B 55 h s (L 4 T
TERIR T, A DLTE S2bRi% S A B S

N N N A W N -

242 ETFEREBIEHRSHE

2003 4, Lel2M R 7 HTE ALY (arithmetic coding) HIFEE ). HAR
Gt A G R — P EIRmS (RIEE R 48) Bk, HgmmRRRe i Eds k4 v K
PR )DL 1, b Sk AT DL 4 J5 00 O B ATL Y 270 i s 200 DR G 40
BT HEARIIG S HER A 1 RS 515 %5 2 8] B e ——F S 1 iE B
FRANTNGE BRI 73 Sl 0o 245 U vt A PR A2 F 4 FH R 4 B0 RGE DT Allice {8 B
B EBANFIE RIS RS AR v, BT Bob 13 FH B S I
BRI <R AN . SRR 4 R D,
LIX P T R GAG I F8 5 s e et vl UR 23 Ins ik aett. 5
BT AR AR AL B BR S MG X b, BT SR G L) 110 555 A gt B v R —— 1 i 5
PRy AETm, HRFETINEZR KM FECHEEN S AME S, T
fENFEA — A B ERFES, AN 2 T 45 4R 1B 5 10 I 75 22 SR &
KIFEES o
FUE SRR BE 5 AR H 250 Shannon 15 TR 4 i T O3 Bk i #g A PR,
HEHFAR—NTEEREG TR Fitl, ETEREERREHE ) LF—E G
RS M EEE A LR, KIIGERIEZ 2. B, XM EaE
ST R B S B N R Z R AT, AR R A A LR A (R
OATCHE “ALGRARIREL” 5RO R AT 2 RO B R . AEAE SR IR BT b, By B 2
FERRARECE NN, ARG RS 4 BLME A ]

@EFIRGE T I — AT RO E X, BB RS — AR B R T i, AT DA B AT AT
— P EHE A B AR B RO IR CENEER RIS, TR RTRITUAR .
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H2Em MREREE

BERIFH)D B, AR R H B RAE 27 MR U e N, HHRH,
MR B R 27 B SR, Bk A LT A AT RE S P A3 A 56 5%
VLHC, XL EE 7 AT R AR AT AT — E BT RIS 2R, RSN T
RHEo N T RE, BT DL Sl o SEE RGN S AL, A5 A A 1k
AR, BRI 27 MEHERKERELS K, REREEBET 0, H
RRIREAVIERRR . BMEL, SIANMRERRTHERE (MEZEZ80
) —Ar] 20 R KL, VRIS RITUR R 2 et H, EAESEHEAE, ERAMY
FERESS Hh BHs 1) SUOME R 0 A0 1K) GRS, AR B S Mt A A B o 22
WR, AELUN F IS,

25 REEREFEELEENANEREREMNEX

SEPLATHIE 22 42 B 5 1 — N b B R R A — D RERE MR 4 IR iR (ElfEiE)
I AIEAT R RAE I “ TS RAERR 7 N TR TIRARMNFRESWIEM S, *E
(R — A BB RE R MO0 TSNy s ) 5 T R Jm s (R B 5 Mt R U, 772210
e A ERMEG .

AR, BRI AE & A SUEET AR 7 NDE B RS, TR B AR R
AL 40 A AT BT 4% (generative adversarial network, GAN)DP47! 75 73 & 4
fih %% (variational auto-encoder, VAE)PS1 [ [ [m] 5/ %Y (auto-regressive
model)[36-96:100-102] i B (diffusion model)! 031001 )\ B B3¢, 3E TN
R, KBTI ZR B R 40 GPT AR 515 3696.101-102) - gpRT #5784 1071 g i 3,
R HUFRAS T IR BE 2 IR RIS B T, AN TR G TR =, IR
STRENR TMVAGIAR,  BRORER 22 TR B AR S Y 1) S R Vs b e i an, 2021 4R
e T/ KEy, FERXAF & EA A AJK (human beings), i&47 Al beings. X
B AT BERFEIRATINR, RIATE 7 FEE . Bk, Fan, 2022 4 11 H, OpenAl
HEH AL RHLES A ChatGPT, —RHBK AW, ASCHPIAS H IR H & H R
W 142, 2T ChatGPT BN LR EANT . B ChatGPT [T BIR, FREAE
SRR TE TR 20F B AT AR & A AR B 8% ekt

TX B R T AR RS A AR KU EINZRA5 2, wT DL L% 28 5 4 300 1)
A e TATTAT DAA BE IR R 5% A i £ 037106108180 TS vk X 4y T A
RAWER e BT g B, AT AU 2, IR FE A O A ok isi ok, |
eI 1T AT A2 B s 2 oK i 3 . Science 4 “ N TR R 13 A 01iE 717 1
e 2022 A KRHEIE 2 — 19T, HR ¥R 55 25 4% %) A 7 Gartner KA [ Top
Strategic Technology Trends for 2022 MOV e {7, 31 2025 45, AL At 2 5
FIFTEBAEN 10% it (MEZIR G KA, XA Z 1%).
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28 MHRERSIE
AT A BB AT R S St 1 4 0 Dy e 3 s ——JATT AT LUK AL 3 12
RN AL dE . HEERRZ, XS R TR R A R8RS %
JEE A AR T AR RS B AN T X 7 RIAT o P AR I — R 75 0] B B S A
HIRS S AT N B R IR R AT AT X 0, 1 BB R B 2 R R () H AT, 1%
B AT A EE © O — R IR AT N
2B =, GAN M VAE 75 2256 MR R 5695 70 AT p () FHRAEH — NI s
iz, KHAENERS NG G, BN, AR RS x, R
Xx=Gy(z), 2z~ p(z) (2.4)
EAVERA AR (RIANGESS H IR B2 70 Al B 2E ), TR 9 R &Kk
FEaR, AT LRI THE AR I F S IE A5 T L
5[] Y AR D) 2 3 i 2% AT MR A B B 2005 (chain rule) 70X R x HOHK
EWER AT, RN

T T
P(X):Hp(xt |x0,...’xt_1) :Hp(xt |x<t) (2.5)
=0 =0

Hrp, x, 2 x RIS (EBRFIEER. SORFRETT) . B B R
AAE R CRIBEYS 45 WA IO ME R AL s A, TR SRR S:, JAiTmT
LIRS S0 i R0 ) ik 1 SR i A B S M i A 1

26 SYAIEREREHE

TR PR PR SRR HRAT (845 AR 22 R 5 B E I SEHT, Rt 1 1% Qs it
FEEANRIRT UG . H 2018 LK, BEFCEAN LRSS 1 LR s ol ik 22 42
Giig. Hut b, WREESOR A SO A T AT S HON U R R A AR
AR g7, A HORABE B Bn] LRIETH B .

FEX MR A SR B AT A2 B RS S HGE IR AR A R 45 HH )
AT R EAR AT, WRTFON R AR AT . B S0 RSN “ 0] T A5
B S LR RAE B 70 A1 5 SR AR A A AEZE 7 o A DR FF RO B, BRATT AT DL IX
AN S BN IR S XS IR a6 o0 A K AE CORE R, BIBAARRE . RS B H A RS RT eI
NS IRAG AT B RE S, IR R e MBS (B AT IR ER)

I, “JRER AR AN “ER AT RO AR IE S R R IR AR R EEAL
KA T RFERI LR AR 7 A “HOE A7 R AR L, RN E R

26.1 ETFEAREIEHRSHIE

2018 4F, Yang %5 A\ UL SR G ) 1 B 5 4 Je 47 Joe o2 ) 381 PR A6 AT
%5 b, XRH AR AR SO 5N B P HIE 2 4 R U A . B A,
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F2E KRR TTA

A1 B 52 45 9 [0 2 R T MR R 0 A, 5 P R S ) 4 A
FE 45 B4 A5 1 B IR 258, 25, Chen % A [12) 38U g i i 5
FE R BE 5 A BUT % L. BORIX S TR T 75 3008 S M it B b 23
LR MR W R, AR AT ARAEAE 2.4.2 /NYT i HH 112 4k 1)

2021 4F, Kaptchuk 25 A B8b 56T 3R 4555 0 B S5 b HEAT s, 40 T 3%
T IX )AL AT SRAE B S R i, ¥4 A 4 Meteor, MIBiR b#h 72T
AR T £ 5 5 e T A 1 22 4 e 0 O 20 55 34 B TR G T s
SHE T RIS B, SR T ARRI NI S MG T RGN X
AR IF], Meteor 7E 45— RSB IR M [0, 1) SBRE; 55—, A1) B HRAT I
BN T, Sexhil BT E N, AR BT 8. A Meteor
ST ARG E MR AL, BT AR TR H 3 R 3 T ARG b 'S
i

SR, BT 55— TS, Meteor 7625 ik b T BAR G D (1 K '5 M T 48
%, JEAh, 7E Meteor EH AL SEBURIGVr, JRUA /045 P, 425 T cutoff-rescale-
round-remove-add X — RINEAEA NS S R SEPR AT Pyo IXELHRELS J50G
AR T PRGN, FI A BT A, 823 Gl T — AT

0.35 0.26 0.23 0.09 0.04 0.03

P, | a | b | c | d Ielfl
0 0.35 0.61 0.84 0.93 0971
0.35+0.03=0.38 0.26 0.23 0.09 0.04

Psl a | b | C | d €
0.38 0.64 0.87 096 1

& 2.3 Meteor X JEIG A0 KRR

2.6.2 ETHAKZTE5SAEMNBRERE

2021 4, Zhang S5 NBORH T —FhdE T3 T REA S M A 1B S #3E,  BL
%78 ADG (adaptive dynamic grouping). Al TE A4 & X B -

L R PT A fF S M 23 S R 7 i 27 A3 41, AR 7 T A5 IR 2
MAZET 127, FHw5THN0,1,--,2" =1, HEASHFRITE RS HER R
EEANRERERERSY

2. RIXTT Alice B r LURHH S, HHFE A T#EHE d € {0,1,--,2" =1}, IF
M5 9 d 153 H A FEHLERFE S — RS K% 4582007 Bob:

3. Bob UBIX/NF5 )5, KNS Alice 352 [RI ORI AN 43 2H J7 7%, W] ASRAS
SEARMFEIN 4, MmPREHTE .

®https:// gist.github.com/tusharjois/ec8603b711{f61e09167d8fef37c9b86
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H2Em MREREE

0.3

0.25 -

name friend dear litte new god mom cell

Fe/7H
baK::|
0.3
0.25 | S b 0.25 0.25
0.2
B%I- h 24
§015 i 7ﬁl§\=---111...
e — R G
ok o | + 93
0.05
0 2 G3
/73R |,
U=
45 4 BE3—1
0.6
% | R =111,
¥ HEG
QETHERIEM little
G, G,
fS/4 % = “little”

K24 ADG HEBRAEEREE
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H2Em MREREE
ADG I8 7 AR B AR T TR &, 24 45 7 Ml 7. ADG
22 e VEUE B R BT H 900 R PTA 2 A A5 BORER 2 NEGE AR AR, A
FAFF 51 ADG (78 BN TR RFE B S5 T E A E IR URFE IR
SR, TR SRR EEEE, 4L AT RER R TR Wy
AR TER TN, ADG B35 RAF K SE PR 73 A R X B 46 70 AT AT 12 2UR (145 2R,
PRl ekl 2 24, B 2.5 gt 7 — Ml T.

0.45 0.30 0.25
P, | a | b | c |
0 0.45 0.75 1
0.50 0.50 0.50
4 — =0. b — =~ 0.2 2 — =~ 0.2
05X0.45 0.50 030x0.55 0.27 0 5x0'55 0.23
Ps | a | b | c
%

Q Gy (m; = 0) 0:50 Gy (m;=1) 0.77

E 2.5 ADG X} JRE6 547 FIREER

TS, DU IR 18 3K TTIE 22 2 1 iy R4 5 A 3 £ S LI A v #8472
LR st — eI st R R L EER & AR 2 RS
eyid s ARIRAE — > IR AR AR PR S

2.7 EEEMZE

W 2.6 frs, — AN #%PHE = (HEnc, HDec) ¥ KA HIE, 4
WA it es (DTE) H)9itd 5 #1951 (Encode, Decode) Hf% SN
B e LRSS (i@ % 5Li% (CEnc, CDec)

DTE {45575 Encode 7T LUK B SCH% e A DA AL LS 7 51, A B B35
Decode M wJ LUK D B AL ELAE e 410 K R MBI SCo SCHR [3] HhoRe i A Dy BE AL EL s
JFHIFRNFT (seed) o AT BJESCHE, £ 2.1 45T B REME W K 1 H
Pl . RN TR M € M, #H Pr[Decode(Encode (M)) = M| =1 J
S, WFRZ DTE A& ER 1

HEnc #1 HDec HTE A5l i~ 3K (2.6) #1 (2.7) Fiass

C = HEnc (K, M) = CEnc (K, S) = CEnc(K, Encode (M)) (2.6)
M = HDec (K, C) = Decode () = Decode (CDec (K, C)) (2.7)

BN E RGN % H% HEne M EAMACB RN

1. {1/ DTE B4 554 B0 M dmtd AP+ S

2. B GINE L (W0 AES). %5 K IR+ S #HAT %, 521%3C C.
fiit a5 539 HDec & HEnc ISl i, ERB A .

23



H2Em MREREE

Alice HE /1% HEnc I
R 2R
BB M DTE 485 __,| #F S N a =X C
Attack at dawn. Encode 1001011101011 CEnc 0101010111011

Bob HE 2% HDec

BAXX M | DTE f#3

Decode

BmxXC

0101010111011

Attack at dawn.

Hacker [\ amipec

HS{ M’ DTE fRES B C
H < 4 1= «— )

Oh my god! Decode 0101010111011

Bl 2.6 H#EMFERGTRE

#z21 EZEENEFERFTS
GEREaTL
HA SC

55

M

S ¥
K B
C

M

S

K

C

D

B
by
RIS
N
e

B S A
1. S ARSI KR 4 K W3 C TS, EMT S,
2. f#H DTE WISEISHE M7 S fEIG NS M.
DTE 51 N, {5 2l RS K s C i, &5 3E

LA R SC M7, B4 T T SCBUR A D s LR R B 144
YL AT R C PR BRI S MO T A B IR C 3K
15 LA B S, A LA e 3 S T H o P — P EUWE S 1 2.7(a) 1 2.7(b) 4
SR T P G 15 0 00 2 SO ol 2 I 15 0 ) 2 S T ) B
i R .

PATLE TR B RTE 5 ORI E RN . ARX s, AAEE (M.

S, K. CYy T,

o B3R M BT AT RERT HARE S SR AL S A
o MTAsiE S FrH AT BERT EERE R SRR B, IR A K R T BE TR
i A2 — € KA
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H2Em MREREE

oo
pdjw;*s)* Sk%zE2}+~N Attack at dawn! &@.5b7q1!D

le M21 M.,

(a) FEG N

le Méw.“ M, | ... | Mg

I am Andly. Who are you? \Attack at dawn! Why so serious

(b) EFEME
B 2.7 A0 BN e 52 2) 8 H R R AR IR B

o BEARE KC: FrATTREMI B e K (256 LuRE) LR T A OIS s
o A C: S EAHE .

EHEIN 2042 DTE, ERTTUCEM 7 Z R, £ Juels A
Ristenpart f{FFEIPEIR ST B v, Al 15 25 W R FE (inverse transform sampling)
Mg 7 —FhE A DTE b7 58 WARHR A 2 — o\ C A2 53 A Th kAT
KAERITT IR o RBEWISCHIBER 0 Al D CA% €T (M, My, -, M|y} FE51, 2
T I AR RAT: P G A R AR B AR T SR TR D MBI R A ek E (CDF):

0, ifi=0
FM) =5 (2.8)
Yo Pr[M)], if1<i< M|

FARTLG I SC M, S NFR TS, MK [F(M,_)), F(M,)) "PEEHLIE I —A 5%
e, HOANEERATEN M, SN EIFT S, RISEVENZRE] T CDF K 4L,
B M, = FI(S) = min; { F(M;) > S} A[3kA3 S RIS M. B
Fl DTE 77 %M %] 1 CDF, AT AT LK H AR Jy T CDF ) DTE 4mhd 7 .
TEBARSZINS, F(M,) FFhF#2 A RS FE . 1 7 R AR, &1 2.8 45
T AT, A SO R Y (M| = 16, FEEEN d, = 6. %77 EIRIEHISC
G AT B S B AR AR B SO B — AN DX T, A X JR] R G 3R 40 S O R
(Y BA SCMEZR BROE HE o B2t —ANBASC, 1T DAAE BT RE AR X [A] A BEATLIE B — 4ot
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H2Em MREREE

=ENFT

111111

B A s F— an101-121120
I 23743 %5 & (CDF)

1111111111111

1111111111111

1111111111111

0000000000000

1111111111111

0000000000000

0000000000000

0000000000000

0000000000000

ooooooooooooo

0000000000000

0000000000000

000000
oooooo

M: Mz Mz Ms Ms Me M; Ms Mo Mio M1z Miz M1z Mis Mis Mis

K28 EHTREMERZEEEH (CDF) K DTE HiGHFE

SR, IXFhEET CDF i) DTE 4wt )5 582 —FiE Komht 7 5, lH FHEEK
bR m IS0, X2 R R IAE i ML T4 o bah, MIERRARFE Bkt
FEER/NJUESE DTE 2R FRR. B, 7ERSEER W E EREHE . Wk
FER/IN, SRR AT 2 52 B FUR™ B AR s SRS R K, AN 2 S B0 & A fig
T ESGIN, JE2 RECK KA AL T84 . R, TR ZEAEZ MR
[B] 3R — P4 R

DTE [l i 53— APk, anfar g 93 5 70 A 3647 B BOR #E R AR . Juels
A Ristenpart P 1 X a7 B 5 HE R A HEAT RS, flinfs AR5 AN AR
i (PIND PLRARAT RZ 4% (CVV),

2015 4F, Huang 25 A\ T3V 7 41 %o 356 LR 20 850808 1) B 6 I 2% 5 % GenoGuard,
TR — R = O RN R R A, Kb A iR AN R B
H1), BSR4 SRR T TS o LR PR = SO, AT SR N — N KR S
MEZE R IR LU A X 8] o 7E 70 AT AR T 1, GenoGuard 82 18 FH = M 056 &[]
AR AT EASE, R 1 L R AT A DA S ot J5 TR 4H 25040 B HL A o e ) i
A4 (linkage disequilibrium, LD) AR # 24 (recombination) 157 , Chatterjee
2 NIV T AP0 A8 (password vault) FIEEHEM S5 7 % NoCrack, 2%
A SR AT R AR 2R BRSO K1ETE (probabilistic context-free grammars,
PCFG) AL Sil%F 4 0 A AT 245 . 2016 4F, Golla 25 A #4415} Chatterjee 2
NH 5 Z W T 3T KL B R, 3 A et s ) 3 B JR AT
RAERI 14 0 A HEAT B . 2019 4, Cheng 25 N34T T [43-44,113] 474E ()
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F2E MRS
ZAVERT, ikt 7 ZE R (distribution difference attack) Fl14
¥ (encoding attack), Ff2a i T ottt

FEXF HARVE 5 AR A AT AR 7T, 2016 4F, Kim A1 Yoon ™ 3@ it 7 45 2%
() k By By SR AT RA R AR SOA, AR T AR 2 /T k DRI T, 4
B B AR AR A0 AT o SR, S SR AT SRR AR By 471 LA T e 337

1. B R AT RAR IR A % IR A 4%, e REE T H P 5 E LA
£, XGIN TIERMRZE . XM ARRS] 7 BAE T @R ), JUHRAE
Aib FEACSAM A OC FR T THT
2. LR AT RAR A AN A F AR I AR 2, X AT e B 0 R 22 40 A
WL, ZALTEREZ
3. LyIRAT RAGERL B PR A i T B A B A ke 2808 K, B &k AR
K, X ECAR A ME DA Z 11
2017 4, Beunardeau %5 A\ 145 £ 5[ PCFG LB SCA I @A RE A IR,
NI RAF ARG, AR ETE KM, BB E Y ST e 2 s
SRIE, MAE R et TiERZESI A (corpus quotation) Y. FEATHERR—
R, NIXMERERTE 24578 (substring) 7 ECHER, BT FRFHET
MEZRA S HA B A B B R A 00 AR, B B R 5 L8 SUAH S, R IR
AR IETTE .

AR, AT ) DTE J7 2838 % R AR GE i Ge TR0 B SCo A AT A
2T CDF WS 7 S8 WIS 3o TT 1o FE A AT i, X AL S
Gt A AL HR L T AR B WA IR 1, R BCE AT E R 14 JEC = 45 4 R0 3 AT R AL 1) 9
FRRE AR AR 1, EATTAE NS IR Ik () i B ) 3 L RE R T R 704
550 PR, IX SRR IEANE F T AR TE F ORI PR B 4 oA e 1t B £
KM, (gt T 5771, HT CDF MI4ahl 7 A3 75 28 K b >k 28 7 B S
B T H, FEBCENRS RN TR B, RS RORAD, RG22 B )™
PRI s I SRRE RO, IR ZE I ADR E,  [R) I A A A AR S B s A B 3G

2.8 KRB

RE AT B IS E 5, OFEREEL, ESHENEE
Jrid. BB At M. G ATIE 2 A Ba S M3 . TR AR R K HL S ATIE 22 4
RS BARTIE R ARSI, SRIGAE T BHEINE PAR 36 57,
NGB E T AR
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83 E T omEIARNERGE R 2 RS HiE

EB3IF ETHHRLFNEMAER2REERE

A TR — PP AT B A I B G E 2 2 F S Mg . el 3.1 45t
BUA AT IE 22 4 B 5 R 36 £ S B P I 1 ) RELREAT R 5 1k [ Bt 38 3.2 9/ 45
AR ) AOEAR AT BENLRAE Y —RbSEIL s 56 3.3 9§ 3k 0 A B A i TR %2
SRR G ISR SR RCA ;s 55 3.4 AR ) o A BARER T 1M R S R A R
ANF; 535 W VIXMRE G NEE I S0 R 3.6 T gaeE, §E
BRI ERCR =N IS8 5 70 My 56 3.7 g M B S M i 7
HRITAE: 5 3.8 XA EE A A HEAT A

3.1 MANIEREREMIER ]

FESF 2.4 FIAES 2.6 19, AT I I HE 2 2R S MERET 7By
TN H S 0. MAEINS, A R HEZ &R EHE KRBT =3,
TR GG T RARGM MRS WG TSR A RS
i o SR SRMGE AT X R GRS HIAE A H) R BEDOR TR T JE,, B S g
HA%, B E BATBAR M BN RN S (I R R A8 . 55 NS = Sy id o0
HEEAR, AR R SMERRILHE R, T8 BEIA BB AR ZR AR (115
B, AR B S ElE RE AT A DL R B AR, DR OV BT ) 22 A 1k

3.2 A pFIRENLRAE

FER IO, ATTRE 3 RIS A A 55 MBI e e S Jik . B,
ARAE AR S — R B B AR, Ebfi GPT 2 A1) 36.96,101-1021 - 33 i des iy ]
PLT S € 3T (context) 26F R, F— token MMt 4340, H A, token /2 H
SRIE T AU — N ARTE, —REIREN “IRon”, 1R SCAR R I E/NE
XA, PIREZ A A (subword). FRrifF 5. Pra ks cAd s EE
N vocabulary, —RgEHIE N “1AR”7. @it ZREL XA RE, AT DU
LG — BOUR:

DL AR i U1 e 2 4 PR N M i WY OB 2 1 S 7 T

2. Mo A kAt — AN E T E S —AMA o, B ESCReR R .

N TR A BOCAR AT BERF & B RS & ARG RHIE, 85 2R BEHL
KA (random sampling) &M%, 7] LM DL RIS FESZEN

1. A FENLEA 28 (pseudo-random number generator, PRNG) F24E—A

PABENLEL PO € [0,1), PRNG 58 UL 7 iMAE S 3.2.1 /N5 A 24,

28



53 % FET AR AR X TR 2 A R S i
2. WA BB T HE 0 R —ANA T SRR 4 Ay PO = Prx, | x| =
Prx, | xp, x5, -+, x,_y], WRHE PO KR vV R EEAERA N 0 fyid sy
BE [0, 1) DX JH] PN ELASFHAS [ e A FF IXC T 5
3. i PO ENIIX R R R ST T — ARG x, .
BARE, SUARAEBAES I — O FR i 3.1 s HA, Frg TGt
PRNG H#EH & .

t « t + 1 RSP ESud: 0 E b iy I N4 NE N = RAFHAYIETT
Context.append(Sampled Token) Sampled Token
Tt

Ex : — ME TR Y
Context . Next Token’s Distribution
Generative Model
Tt Prlz; | z]

MF TABEHENE 2R TABEHLEL
Seed PRNG PRN

o)

B 3.1 XAERESH—SEE

Rif23

Sampler

3.2.1 {ABE B B RS

EX 30 (AR BENLE A s IS & G — N e 1 2 Tk
IS, EXFTFAER A LR s € {0,1)4, Sk G it — M KIE N 2(1) 1
tege g, Hp g 2—A2 0. Wik G2 L RN, ER G 2 — A1t
22 A O BE AL B A s -

1. ¥ E¥: (Expansion): XTATH A, #H ) > 4.
2. PAPENLHE: (Pseudo-randomness) : X T BT A MR 2 Wiz (8] X 048 A
AFEAE— 1] 20 PR 2 negl {15 LN AN 2Ukor

|Pr[A(G (s)) = 1] = Pr[A(s") = 1]| < negl(A) (3.1)

Horfr, By s R0, 1) IS SIBENLERR, " M (0, 117D s Syt
YEEER, PIE BN BENL LR PR 8
AL PRNG 725 [0,1) 18 PO F /5L fBE % PRNG A H 1) LR 7 41
G (s) = bo, by, -+, by by 1 Ferfr b € (0,1} R WD 1, N G(s)
RIRECHTELLI b FUE by, by, s bpygpey» BIETHE
A0 S0 s X 2

= o (3.2)

A PAZRAR [0, 1) X 8] I IR BEALEL +O € [0, 1), h ATFR L BEALEL ARG .

29



83 E T omEIARNERGE R 2 RS HiE

3.3 ETHHEIANANER2REEAiAE

ATRELR], 0T — A TR T 1 R4, HAE [0,1) BRYIXE
RCTT EBIFARME—R . BN E, R a M b WAk JT, MEERI 7008
0.4 10.6, FTLLA U 3.1 Froxf XA ECTT 5. JA PR — MR A2 A X
()43 L 77 ERRNIZAS A EIA, B4 &l & (distribution copies)-.

*® 3.1 XESEASREH

E Xl a b
0 [0.0,0.4) [0.4,1.0)
1 [0.6,1.0) [0.0,0.6)

B ax N ER, 7R R A A B AT AR T S i R v, FRATTRT BA AR
FSCASE TR T (P MR 2 00 A B i 22 AN AT RIAS, Il FH 20 AT B B R 5B R RIS TH
Bo NTTERER, AVRRIMER i MBI A AREIAS i G0 FHFihgm
T FETF ORI GRXMNEET A0 B B S SRR B RS IBOL R .

HEBN: R —IEE ¢, KIETT Alice 7E4 Bad FEH iR N B AL FEN:

1 AR AL G 7 B30 x, W44 T 10 R — M e IR 2 A PO,

2. HERN n, LLEFHE, WA PO Gl 2% MoyAiglA, WP E5IME
{0,1,-+,2" = 1};

3. EEH n, LURRH R, K20 B B Tk s

4. JHFE— HH PRNG F=AEIOABENLEL A0, 3535 FO FEARRIAS @ RIENIIIX
(1) 6f L PR3] TCAE N R — AN T x,

5. % x, BINTE x, .

THERE: AHNM, FERF—IEE, #0007 Bob A LU I K 24 Fi 7] T x,
2 IR 23 A G A R FE IR AR R IZ U B . HLAkHE, Bob 7EAE— a2 ¢ $2HL
HEREER:

1 AR G 7E B0 x, BIZRMF F TR — AN e I oy A PO

2. HEAREL o, LLEFH A, WA PO GIE 2% ANoAmElA, T RSIME
{0,1,--,2" — 1};

3. HFE—4 H PRNG P=A RN BENLEL A0, B REESfEIA PO %
NI TG x, R IXTE), - 2] DAREE — HuAf 23X AN e e M A AS & H R
FESRAS

4. % i ¥y n, WREP A, XA B — B
HRELBEE X7 LA E R R E, BT A5 K 1% 7 [F A — RS IR

&, HFIEFRIRBUEE . BRI, HmE B SO A A R R R BE IR A AR A (1 25 1
BRI, T B AR R R 0 AT B A L5 PRNG AR~ R RE RE3RASAH A 1)
DY BEALEL: =0 A w AR D [ L EURE AT DUIE AP B 2
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93 E BT AR AT IEZ 2R S G

SR, X A 3 R R LT ) L

L. i B 2 AN A A ?

2. B I EE RN TH B RE n, NAZ AT 52 2

3. & rO FEAIE— AN A E A BRI N AN O RS B X AL, R A RN

AHRBUH B ?

XSS 1 AN, AR R 0757 AL (rotate). E L, 2
SE — MG X 18] 73 BE 7 SRAF N AT EIAR 0 (Wi ia 28 v b i SR A 9 0 1A
TEIZ TP HRAIAE [0, 1) D5 SRJE, R ATEIAR 0 BT AT 1] o L Y X Th) 7]
FEAEAREAL @ x 27" AR ATEIA i, Hrf, n, R —RRAEE AR B,
PALCR oA, Gl 3.2 B, iS22RI R AL, wio P X T A0 2 S s A A
i s AR E RS A, RN T 0 RS BT Eon . AELEERET, B X R
TFHPEORFF AL o

()
o 71

L2 b | ! d | %3] =0

!
0 0l 02 03 06 07 1 Goree)
0 MR FeR% 0.5
1
LG | J d 1 a b | © | %3] =1
0 01 02 05 06 0.8 1

B 3.2 ETHMBIEKRETERA 1 HLRHE S SLH)

NT TR, XEGH N BIRA av by o d PUFHEIT, HEEEs
N 0.1, 0.2. 0.3, 0.4. ARY5LL a-b-c-d JHFFHES )5 Bd 77 A8 1A X 18] 43 i
T, RIAmEIA 0, WK 32 FRE—17HR. BiX Alice BE RN 1 HURHH
B, TR 2! = 2 MR, SRS KRN 12 = 0.5, 1k Al
KO [FLENEAFELL 0.5, BRI AEIA 1, Wk 3.2 FRIS ZATHR. R%X—
[0 Alice Z N m = 1, HFERAIBFENLEL PP = 0.2, FA A ESMRRIA 1
N d XS HIIXE], BT AR FE Y d K%45 Bob. 415 Bob 5 Alice [Fl2PiX —H
W10 HIRAS,  BAT LA ] A A AT B A . AR I A ) (0 D BE LS 9 = 0.2 Al
Fff1 d, Bob REMEME—HLAfEIX A d RMDAREIA 1 FRFEIRIGH, Bt fh g
HHEN 1.

BEXTEE 2 FNEE 3 ANIAIRE, FRAVIGAE T S0 4h ME— 4R B, SIAG X ]
MRS, IR SRR AR SR HTEA .

3.3.1 M—RREFHSEINXIE

ANHESEHS, =T R O BEALECLE PITAT 20 A1 Bl A 7 v N 1A X Ta)ox 2 ) 3] e
AR, FEy T AME— PR B R VR BSOS R A, 8] 3.2
A~ TN 1 LERRH B A A R s oL, ey, iR AR D BEN LS 2
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53 F BT A RIA AR R ik 22 A S i

b, HBAT DAME—HUBRBOH B . SR, HRIEITIERA 2 LR B, R EA
#2% = A Mo siEl A, XERIFALE KN 14 = 0.25. BIEEN 4 AN A ELA
K 3.3 fiis, 2 HBLTERERI D BENLEL #O 75 2245 A Bl AS o 95 N B0 DX DX 92 FrD ]
JCAH A BAE L, BUASTR] 20 A @l A b 43 Be 25 A (Rl e i X TR B 22 46, HVEFERITY
BEMLEOE LA N2 S, I EO7 JoiEME— 1R BN B, FRATH X BTN #
B ] (disputed ranges), W1 3.3 thk (i B 26 300 Y. BN 2 H
FRH RN (B 3.3), RO LA 2 AN R R, TGV A, R
REME RN 1 ELRRE BRSO (B 3.2). vEE, F XA AR FEA 25200
BIRBIERIE, OO 5 RIETT FEP A RIRRAS, AT RATHSH 4 X T 5F:
S W FE RO AL SO 5 3 NG iCIX Ta] o (R, A RNIE AR T RN T 2 20 EUARHE
B, AL 5 IR T AR ] ) 73 AT B A SR SE U 2.

La b I c | d | %8| =0(00)
0 0.1 0.3 0.6 1
| d L a b | c L4 x8I=101
0 025 035 0.55 0.85 1
L% | d G| b | c | &5 =2(10)
0 ol 05 06 0.8 l
b, c | d L&, b #3=30
0 0.05 035 075 085 1

B 3.3 ETHMBIRKRETERA 2 WRHE B SLH)

3.3.2 #WAE

MR P B A — A T AT ST BB, A SO R AT ME RIS
KeFerm . e, FRATAT DU RE— IR 1125 ¢ 22 BRAATE x, B MR S FE 5 S
TE I — I 1) (O BRE RN B0 e N, St BRI Rl A 278 i — i 1) 2 4
RTG53 A0, BRI K ploe 2 B? € Ry 9 p0 9 L5, i p©
RATRER, Mz pO = |BO|. oAl A g iR m &, i

O]

<2 <l (33)
2 p0 = B, prols

1 (Z) 1

max max

/Q’\ a = 10g2 <l/pg,)ax>: % aeN, m\u ﬂ(t) =a; ém\u ﬂ(t) jl‘j LaJ Ez [a] ’ E\_’fl’i
FEMEAME I T AE R Dy REN LR S ¥ AN UIX ) o (AL, AT DAHERT HE e N 36

e, [0.1,0.25) Z FTLAR XA, 2 IRA X IRLE 53 A El A 2 MM EIA 3 B3 RLIG JGHEN de

32



553w ST A A AR T E 2 AR S i
FO ST AR BTG I 085 0 2 A P B I D H - M8, BV

T
1 1
pr = Y log a (3.5)
=1 Pmax

Ho T FRomE i o8

3.3.3 —MFEMNHISZI

Wk 3.2 fioR, BHTE X R R ZEIERFEAL d S ¥ RERI DA BERLEL FO 1
FIEAEAL do 15 F3CH, TG — 8RR Oy BENLE R A TR R R G
AR A4S O AT LA KT FE I Dy B ML G IR RE A 0 3R15) . A
THRCGRITE, FATESE L 3.1 HE L rotate (a,d,e), HTiHEAEXH [0, e)
ol a TEIA AL d R BIIIME.

H¥:3.1 rotate (a,d,e): £ [0,e) X[AIHHK o BB d (|d] < e)
Input: JFIG(H a, FEAIFERS d, XA S (AEE) e

Output: #4715 KI1H b

/x 0<d<e FEERTHEGEAEA, —e<d<0 B &6 LG */
b—a+d

if b > e then

‘ b—b-e

end

if b < O then

‘ b—b+e

end

return b

N N R W N =

3.3.4 ZEMIERA

U WX 2 00 A1 A B RS S MG 7 AR B 5 SR AT A
FIX I3, ST B BRI 22 A U TR AR T A I BEHLAS &, R4 A fiE
WX P R S R A P PR BE LA & (R 70 A E TH R EANATIX 73

TEARRBIIALD ¢ RWERNKEEN n, LRI R m® o IRIEREZE I8 I A
NH, JHE m BIETE A REEUE MR ST 1, |

Y P =m|=1 (3.6)

mef{0,1}"

Fa 5 F A TR 22 PRNG AN BENLECRE 5 by bpysrs > bppapey s 8L
A (32) BHFEA N [0, D) KIEAKEEN h (h 2 n) FREHLNEL A, TBA%
THAH ae {ix27"} oy FAEE—DRT ZESH A AT RIS R e 645 0L
AN RAL

[Pr[r® = a] =27 < e ) (3.7)

O A B EET Jog (1Uppay) s FEH Py T ZAM HBER M B A
33



83 E T omEIARNERGE R 2 RS HiE

B LA

27— e <P =a] 27"+ (D) (3.8)
SR b, AT LUK A KR IE AR R BB HLAS & B O DB SRR A B L
A hE, dom (m) T m X RITREHIEL 2 (e, m) = rotate (a, —dem (m) x 27", 1)
FoR a 1E [0,1) XA A LG A FEAL dem (m) x 27" B 2IHIME, AT a €
{ix27"} o me (01},

Z |Pr [r’(t) = a] —Pr [r(’) = a]|
a

= 2 Z Pr [m(t) = m] X Pr [r(’) = z(a, m)] —Pr [r(’) = a]

= Z Z Pr [m(’) = m] X [Pr [r(’) =z (a, m)] —Pr [r(’) = a]]

a

< Z Pr [m(’) = m| Z‘Pr [r(t) = z(a,m)| — Pr [r(l) = 4] | (3.9)
<Y Prfm® =m] Y | +e )] - 21 - e )|
" s EEftv(fﬁg) :

=Y Pr[m® =m| 2" 2¢(4)

— 2/’l+1 . 8(/1)
N h 25 A TRIER, WAGERT AW ZBIEERS e’ (1) =2 e (1)
B AR AR 2T

Z |Pr[r’(’) = a] — Pr[r(t) = a]l <€ Q) (3.10)

ac{ix2="}, o on
WS TR BRI 22 HNAE TR R Al I BE LA &, 1RSSR R 1
BEALAS & #/O F1IE 5 SRR BN LA & FO AR it 8 EARRT X 00, B,
AT DAHE S H B M EAR A e T B AT X 45

3.4 BEE)ITHEBERAMANE

BARE 3.3 T AR S IE T LUR R0 A, AT SEBLATIE 2 45, (EHHL
NFAAL LI PITAT I 18] 25 (RO A 6 B/ NG 1T 2048, 5 LB AR R (T it
()20 FROER 0 A KR )T 048D U — e B DRI, BRAT TRt — 2D Bk 7E el 9
R

34



93 E BT AR AT IEZ 2R S G

S — AR, RBCH as by ¢ =M IG, MR 51 0.5, 0.25. 0.25.
R BB 3.3 WA IR S CROOR RS VR, A N Ak
AT LR B (AR B 2 BRI, A [0, 1) #R S XD 8
(AR, SIS I 4 AL 0 AR B AR 2634 b Al ¢ TN G
th, XRE, P a FI G IRTRESE S I 0.5 1 0.5, {5 PR HERb R — 5 W LA 1
PRI R, IR YOEEE G, BRI b R e 50— AR PR S50 09 0.5
0.5, 0407 LA Uk A HE RSB | EURRI L. IORE, I B
FOBHEE 1.5 LU . SR IS RS MO (030 JEL N SV 18 4 — e 125 A ok P2 T 0
YIRS IS L — BRSO, SRR ESS TR T R I R
CEP IR RE SR F45 SR NI B SEBR b, O T 5 2
40 % T TRRE IR I 2 48— TE AT R, SEUCRBEIRA —SERERAE RN 1
HLARF

BT B3 = SR, T U B S N SR T A7 AR P SR R
AT AN X T A K FERR NIRRT L X KR, RN
I RS L RO TR PEAROC . BN PR v s j MADEIRNE V), K G AERS
125 ¢ B V) 4 HERAAE p7 I — RT3 P T M B
Gient Tl Grigns 5 HEH L VCT 5 SR 1 G LXK/ Ay

® ®
Z pj = Z pPj
Vi€Ge V;EG ign

H T Huffman #8898 A XM E — RVS AT B8 AT 10 oo A, FRATE L s e
% F Huffman .

(3.11)

BE WA R g
1000101010110010... = Once the mission is
underway there is plenty of
1000101010110010... tension, including some
%ﬂ 4 Py Py 4 particularly gripping
. . , moments on the second
tde>Mi[1$\35-1=" > PRNG A 2 S 72 At St et 2 planet they visit. The small
cast does a fine job. The
M Cf?%j d?% Cf;%j Cfg%j effects looked great, as one
: : would expect...
This film starts at a > /E ki RN S f -------------- f ----------- ? ------------- f
gentle pace gradually ! ! ! ! o -
explaining what has 1 ' - A - A ;. 0—@—0 i
happened to the Earth Once the mission 1S .. Al > Bob
before getting the mission \‘,:‘ Eve
to save the world started. ~F

& 3.4 Discop ~EE

BATE > A AT (distribution copies) FHIEE> 78, KRFH GRS
FIIERRN Discop. Hon e BEINE 3.4 fiizs. 78 3¢+, FATHE 55/ 48 Discop )
BN EE 5T AR DUREER & A ik A2 ——81 i Huffman B4 1575
MOERE, RJG 1 4H Discop FH Bk AN FEE AN B BUR L I sk I 72 .

A% Huffman B 7E48—I 10120 ¢, ARHE G T 1026 PR 0 A PO gt —
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553 % FET MR A B T 2 A R S i
#& Huffman %, & EEANH545 g0 N — AN 7o, SR SN — &
LA TCH 7 A . B EE TR, FATER HIRTY fi4t . €1 Huffman #4 ()
LMk B L SRS 3.2 .

H¥E3.2  create_tree(P”): A& Huffman WIRIZRIES 2R

Input: #EZ50 4 PO
Output: €)% 1) Huffman # (AR 45 5 root
indices, probs « P®
nodes « [ ]
n < probs.size()
fori <« Oton—1do
node < Node(indices[i], probs[i], @, &)
nodes.append(node)
end
q, < queue(nodes)
4, < queue()
subroutine GetMin()
nonlocal ¢, g,
if ¢,.size() > 0 and ¢,.size() > 0 and
g,.front().prob < ¢,.front().prob then
item « ¢,.front()
q,-pop_front()
Ise if g,.size() = O then
item « g,.front()
g,.pop_front()
else if g,.size() = 0 then
item « ¢,.front()
q,-pop_front()

o 0 N A R W N =

RN M o e e e e e e e e
_ S ® ® O N kAW N= S
o

else

NN
w N

item « g,.front()

g,.pop_front()

return item

while g,.size() + g,.size() > 1 do

left « GetMin()

right « GetMin()

prob « left.prob + right .prob
q,-push_back(Node(w, prob, left, right)

NN NN NN
o 0 N SN W K

w
=]

end
if ¢,.size() > O then
‘ root « g,.front()
else
‘ root « g,.front()
end
return root

TR WA AR T A IS T SRR R, AR —
TEMERRE N 1 LU B BRIRRA TR EIRA m; € (0,1}, JoffiH PRNG /=4 —
MEBENLEL r € [0,node.prob), HH node.prob & 4 HI T AL K A i TT IR
T2, IRERYE rotate(r, m; X 0.5 X node.prob,node.prob) BV N TR 45
Xof L DX T) R R S e MBS 70 s o BARHl, 1R m; =0, IAER] r AKX

W W W W W W W
N N R W N -
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83 E T omEIARNERGE R 2 RS HiE

[EDRF 2715 s SR my = 1, B4 E 2 rotate(r, 0.5 X node.prob, node.prob) 7
N B TRPAE R () 7759 i HE, TSR r 5 HAEIR AL G BB & AAH B 45 500 B
X TA] R r S8 NGHLXTED,  WFRATT R Bk BIXASF797 5, HA k719 s 4%
TEIEBNE S, m; B2 )5 B PR

Hik3.3  Discop KT BERABEIEHIE/EIR

LR BC MY N

—
>

Input: ¥J45 E3C C, DhEENLEA K28 PRNG, ERUEEAL ¢, Fh+ K, FRRAHEE m
Output: % S
S«
PRNG.set_seed (K)
while not the end of m do
PO« G(C) /1 E X AT T—AATHRES
n,.w < sample(P”, m PRNG) /7 RKFNHIH BRI KA1 T
m < mn, :]
C <« Cllw
S <« S||w
end
return S

HEHAN: Discop I BN FIE R EIEIA L 3.3 Frox, AR

KA RE WIS 3.4 P BBRAVEZHRANEE m, E&FWED 1, JetkiE
PO g —HR Huffman . SATAERRT fiHR, BEEFA0EHER, B
ETIREPYRELY Il e E PR LV VAR EibIv (B N i i 1 E2I "G Ot 7R

.

HE FRERE, BRI EREERAN, [EEE S.
TH BRE: S BOH BRI 5 H N BRI AR, BIAES — A3 e — A

i iy AT e . BRSO REE SRR TSR R v B, ] BAAERE— I [R5 [R5
PAIRAS, AU AR Huffman #, S8 JEARIEECE S A€ AR IORR T 1 2 -
s AR, JE I3 3t A By =4 i T B RS RORSEROR B . KA, R
WO AT T S BUERRAE e, B E.

0.25 —

£ =“Hello, my”

0.2 g

0.15

ELR S

0.1r

0.05

0
name friend dear little_ new god mom cell
187

B35 T—AMATHRKHRES T
N T TR, X B4 HH B RN SE R — A SEB . R IRATAR ZE RN R TH

BN [-,1,0, 1,1, E3CC N “Hello, my”, MR ¢ FNA _E3C C %44 H
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53 E

B AT EIAS 1 A T IE 2 2B E i

Bk 3.4

sample (P, m, PRNG): Discop HIiH S HRNBIETER A2 1 KA

Input: %534 PO,

Output: KR ALIEEKE n,, KT w

1 struct {

2 token, prob, left, right

3 } Node

4 node « create_tree (P®)

5 n,<0

6 while not node.is_leaf() do

7 r < PRNG.random (0, node.prob)
8 ro < r

9 r, < rotate (r, 0.5 X node.prob, node.prob)
10 separator < node.left.prob
1 next « [ ]

12 if r, < separator then

13 ‘ next[0] « node.left
14 else

15 ‘ next[0] « node.right
16 end

17 if r; < separator then

18 | next[1] < node.left
19 else

20 ‘ next[1] < node.right
21 end

22 if next[0] # next[1] then
23 ‘ n, <n, +1

24 end

25 node « next [m [nm”
26 end
27 w « node.token
28 return n,,, W

FHRATEE m, OSBENLEA ds PRNG

// node A#EME % Huffman KEIR 4 &

// r € [0,node.prob)

/7 R r EFBLLEE ENAF A R R X A

/7 WAL 1 AR B

// EREEFHTTE R

32 = “Hello, my”

Go

[0.000, 0.439)

root
[0.000, 1.000)

Gy

[0.439, 1.000)

Go G1o

0.300
Gu

name [0.200, 0.439) [0.439, 0.700), [0.700, 1.000)
[0.000, 0.200)
0.114 . 0.125 0.136 0.145| |0.155
(o114]  [0425]  [o125) [0138] ([0145] [0158] g
god little new dear end [0.845, 1.000)
[0.200, 0.314)  [0.314, 0.439) [0.439, 0.564) [0.564, 0.700) [0.700, 0.845)
0.050 0.105
ell mom

£ Huffman

[0.845, 0.895) [0.895, 1.000)

HEm = [.,1,0,1,..]

mi =1 ) O
) = 0.8123 € [0,1) [E T
( 0439 1
mip1 =0X 1) (k+1)
¥ — 0.2033 € [0,0.439) .
0.200 « [i
mi =0 p(+2) Fk+2)
i+ = 00393 € [0,0.239) O L
[ god [ ‘iittle
0 v 0239
IEFEIIATE = “god”
KRR ARITEE = [1,0]
Y ,'$ oF

& 3.6 Discop IR AFIERH
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83 E T omEIARNERGE R 2 RS HiE
T MNATTRBER AT 3.5 PoR. B 3.6 IR 7 IXAN 70 A %) B Huffman
PEATE SRR, BRI

1. 54, FATFE Huffman # FIARTT fidl, 302 — AN ARM795 50, ZA7 0 ik
P& A PRNG £ —MABENLEL AP € [0, 1), 181 A r® = 0.8123, K H1E
[0, 1) DX i Ay i A5 AR B iz 0 A1 0.5 4 B 5 rSY = 0.8123 A1 Y = 03123,
ENTAENT TR Gy F Gy Bt N IXTa) o ONZHRA m; = 1, B
BATEE] A0 KR Gy

2. BUE, BAE Gy, 102 —DAEM T R, BAREL 1Y Rk F . ] PRNG
PEAE— A BENLE 4D € 10,0.439), fBBA A4D = 02033, K H AR
FRAL 0 A 0.5%0.439 = 0.2195 53 I3 F] )" = 0.2033 A1 ) = 0.4228,
AFERE, EATEEAN T A Gy MNMHIXE, RITAGEER Gy, HE
KRN myyy =0, HEER B 212 R I R)25

3. BUE, BAE Gy 52— A ARM T 5, TR 75 Sk #% . /] PRNG
PEE—ANMIBEHLE ) € 10,0.239), R FD) = 0.0393, KR4 1
AL 0 F10.5%0.239 = 0.1195 4 BIFE] > = 0.0393 fil {2 = 0.1588,
BATEANA R F5 5 god A little it B2 X 6] o R EEHRA myy; = 0,
FLABATE ] r* XTI god.

4. DUE, FAE god, ER—DMTH 5, FrllKE god fE8 T —ANATT, Him
BB CORRE. @i LD, FATELEPRERA T 2 WRHH S (1,01, BEJE M
PEA H 5 TR SR ABL A I REHRN o

341 EZESH

X} T Discop, iR NERIEIEE, &L EECFmEMHNEE: g
& —HR Huffman $ A1 T-007 9 i (RIAR™Y RUE BT 1D X TR
B PP ARSI 20 A, B3 —BR Huffman S ]I EAMESZIRE O(1V]), AR AR S A5
FEB AT PR RN O (log| V). 509 3.2 JE7R 1 8% Huffman &
ik Bk k.

3.5 HENG=

i I, Discop AJ LA TAEMT AL R 1o 7EIXH, FRATER 14
Discop #8& T AL £, I HE+ 3 BIAES &R B, 10K 3.2 s,

FEITURFS S 815 2R/, 3845 X5 2 4R A sl A5 Ph BGA B — 5, B R 2t
FHFENRE . AR B E O AR, PRNG, 1. BEXRFEES
REICAH AL BCE, R N A
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38 T AR R A T IE 2 4 e S M i
% 3.2 B3I Discop SPERERESIER
%% ik A
X . GPT-2
A WNEC, ARHEE, DistilGPT-2

Text Generation
X Transformer-XL

BE A
Text-to-Speech

AR BN EILEYIE B, % ESCRT U G R A
O B — B I ) T O RN SRR RO . WA 3.7(a) B, RIS
X7 LIEIFAE I ¢ MAETTlENRIE 130, B4 KIETT Alice /LB HLIESRE ¢ MAJT
YERAIGE 13, FAE A S AL AN Discop RN BV TE AR 4 5 1 A2 RN
MR, FAFEE AR R IIR bSO B ORI KA 457007 Bob. Bob
W B SCA i, AT DAARYE WMSOR e As 70 Dy dn b SO SCR PRy, SRR AR
FARE AT Discop $HUAE VR IUH B .

BEER: WE 3.7(0b) iR, Ki%JT Alice 1§ A A AL F1 Discop ik N 51
FEA BB F HIE R PR ATH S, SRS HE S, KIE4 TR Bob. 1815 X7 7
FEILTAE TN N A SCA, XA LS R IE T B AR E A I 515 — K
%, SO BT BT RISR L. Bob R B AN SCA, A AR R 2 A
Discop $#EUFEIESEIH S -

BIN—BOUAR, GWESTNFIES. Tacotron + WaveRNN

gk EX B| il
The best time to plant
AR
— HE
Discop XA S cn bl
HE T tack at dawn!
Attack at dawn! ﬁ
(a) XTAARR
RIEF 5 B
p@ 3 RIENE
This is a text. A TR syl o
- Disco% BN I 1 I 1 |i§‘é-‘1R§J'|J' Disc(? BB —— Attack at dawn!
Attack at dawn! é% HEEM ﬁ

(b) BEEE
B 3.7 FEFRAE TS E#E Discop KIREE

3.6 LW5ITE

3.6.1 XWZE

¥ KAt (nucleus sampling) tHFRA top-p KREION, B O 7E & Fl A= AT 5%
I N, R TR TR BT R, IR R T p
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53 % FET AR AR X TR 2 A R S i

P /MA TGS, B eI (FER— Nl fiEsgR s fEF O,
MIA— 46 )5 FIBE 2R 53 AT R BENLRAE . FRATVEAL T A S50 p BUAFME (p =
0.80, 0.92, 0.95, 0.98, 1.00) I} F&'5 J5 kPR .

7E C 520 Discop #E FIAE AT S, B MW

XAER: MRS IMDbU T Ak L 100 4550, BUR— 45 SCARIFIRT
3AMAJTFAE RIS B3, A8 AR B R A BN BN R MG B LA 100
AN TT

BEAR: MRS IMDb! 7 kL 100 25 SCA, i AR OB AL AT
BEIRNFVE B USSR S 1 A0 RIS

FATH Discop 5 2 Bl B SLHL T IE %2 A= B2 5 7775 ADG. Meteor iﬁﬁﬁ
Et. Meteor FIHIAGIRAS IR AN R EUR, HARE Bt 7 —Fha K ke Fik a2
ﬁﬁk$,ﬁﬁﬁﬁ%ﬁ%ﬁ%ﬁﬁ?%ﬁom?Mmm$ﬁ£E%?ﬁ*%
T (%) it ¥ 5 A0 g %) SCHE R, B DA LA 0 8 T BRE R G s (1) il e 55 ) i
R LR7 S

P LI # e — S LA Bidktr, HAEfFECE Y CPU 3.00GHz. 128GB RAM.
NVIDIA RTX 3090. # K& fI%0E 440381 Hugging Face [ Datasets /2 181k

3.6.2 JF{HIEFR

B 5 B PR KB SR & 22 A R . Jorpr, AU AT DA 23 A 75 B RS AN ] 2%
K, FAEE T IR BB SR IE A TR bR

1. RE&M

RS EEERE “IT RS, WRERMERREITAMIERIT AT X
5o BAEFT Cachin B8 WA E I8 1 BE 45 A 22 4 AR A0 S5 HE 4y
1A KL U Dy (PIP) VEAR MR, a2, A a4
JEaG A (RS0 P N TIRANEE, Ba5 JriEn] Bt a6 40/ AT —
SEBHEL BATHBE AP NS S REE bR A (EDEE 734 P 4,
A DL EERRYE A 30 (2.2) THEIX AN A0 2 (B KL #0E . FRATT 2 EO0E KL B
JEE )~ 547 LR B 175 O o

« P KLD: SEEDE T IR 5 KL BSOS SR A DU A 3R, AT L

RAERRE T a6 3 A0 B PR AR, B LT

o BeK KLD: AN EZE I KL SO B KB, 7T DURAERR S J7iE Rt 5 46 4y

™ EOAFERE, BT

ﬁzxﬁ$

RN 58 IR A e — A G i RN BB . RN AR il AR

JBEALRAE, T AR 28 10 B A BR FE AN 2 [B 0 AL, B TS AR LA R
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93 E BT AR AT IEZ 2R S G

g b S RIS S TR IR N R B LB IR 2. Oy 7 A R iR A\ R S B
VEARBR CRIITAT I TR) 20 AR O A (KA 1P 218D 2 TB RS, SRATTER I 1 Fib
W R AR —— XA Z (Utilization, 4554 UtD, 4 H & A
RE IR RA L, BB

3. E[ERER

N T SEBLSEIN R E A AE,  BATE W A BB U5 i T PR B I 18] Y € T
SRR o X LRSS 595 B B R AR U R AR ARL, e mE 2
RN 18] 55 7 JE SRR [l AR 2 1, X BBATT R ORUE T B BRI 8] 3RATT5E LT
— AR TR LR, G NV B A I TR R DU TE B S BETH 5,
AN

BeAh, FATEA B S IEW A SO RRAALE, BS BT SR ARG A RIESH
I TRV FE R Al e

3.6.3 ZLWHERSHR

1. SZRIAZELE

K5 ADG H1 Meteor H7E XA AE AT 55 ESEHL 13058, B DAFRATH R AEIX
MERUES ESEATAT . X B, WATH R LS 77180 E T GPT-2
RIS B ) SEEG ah B (ROAESE T HA SO A B AR 2 2518 =2 AR, 40
3.3 flin. 12 F3CFEK 3.3 41, Meteor w/o sort Fll Meteor 43 7l X W, Meteor )2
i ARG I 1 5 & T BL I RCA,  Discop w/o recursion X N ERATTE 3.3 H
P A&, Random Sampling X S FEHLKAE, BEA R A JH B 1 IEH AR,
YERZH%,

MRAE T E 5700, FERFTE). P9 KLD. &K KLD. Util 221G
EOTEVERE R B bR, Ryl T EEE. BE. BitS%.

EERKE, Discop £ LI A 8bs AR T 2 BT 7%

Z4&M: ADG. Meteor w/o sort. Meteor X JR 45 EH# 73 A0 FIME CORE B AT E
B 5 3 AT X 53 B 5 3% AN AT ZE (A3 . T Discop RE AR i PR 47 S5
IR AT -

AEMRE: ADG Fl Meteor ) Util #H24, KHEAE 0.77 F) 0.87 Z[A]. Meteor
w/o sort [] Util R4 0.67 £ 0.76 2 [A] ., Discop ] PALLH 78 70 HUF A%, R\ ]
LU B FAR AR K 0.92 ) 0.95 2 18] o 33 5 S R ORHR w13 Ah T 20 A1 1 4% 14
B S INERIRAR, AP REIR A 3.48 £ 5.76 ELAFH R .

FFEIRCR: 7E p BUKZ EUEFT, & Meteor 2N FTA Ba 'S J7 1 1 BL N [R] AN 4>
tt. Random Sampling FI KK Z . SHNCREEMLL, EMIAS 5 NIE Z BT .
F, Meteor ¥it i T E B KA B, KORIGHD 7 IH B AR E]. X
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83 E T omEIARNERGE R 2 RS HiE

FEC T R ER AR RVE B, Meteor BT i B ]2 Discop Fir s B [A] 1) 3.45
P 144.88 £, X7 75 LSRR S A5 I AT B8 2 ToiEE 2 11
#* 3.3 %% Discop #BETF GPT-2 {28! EMLIHLER

g | p K CPERE ] P KLD | RAKKLD | FE M Ut

0.80 96.71 3.16E-03 7.93E-03 6.76E-02 3.07 395 0.78
092 10448 2.57E-03 1.02E-02 4.75E-02 4.06 493 0.82
ADG 095 114.72 2.62E-03 1.09E-02 4.73E-02 438 534 0.82
098  150.68 3.08E-03 1.20E-02 4.54E-02 489 583 0.84
1.00  846.27 1.57E-02 1.31E-02 4.99E-02 539 626 0.86

0.80 95.58 3.73E-03 5.13E-02 8.28E+00 2.56 3.83 0.67
Meteor | 0.92 96.16 2.79E-03 8.17E-03 5.62E+00 344 482 071
w/o 0.95 98.57 2.61E-03 3.40E-03 1.30E+00 378 5.15 0.73
sort 0.98  105.37 2.51E-03 6.59E-04 1.74E+00 420 5.61 0.75
1.00 25148 5.56E-03 1.05E-06 1.68E-05 452 596 0.76

0.80  282.18 9.71E-03 5.57E-02 9.01E+00 291 376 0.77
092 1359.87 3.33E-02 9.34E-03 4.63E+00 4.09 487 0.84
Meteor | 0.95 2334.54 5.21E-02 2.77E-03 6.98E-01 448 523 0.86
0.98  5559.88 1.16E-01 5.57E-04 8.23E-01 479 5.60 0.86
1.00 47301.20  9.11E-01 1.06E-06 1.68E-05 5.19 598 0.87

0.80  101.33 5.52E-03 0 0 1.84 384 048
Discop | 0.92  102.78 5.00E-03 0 0 2.06 483 043
w/o 095 103.11 4.74E-03 0 0 2.17 529 041
recursion | 0.98  105.81 4.70E-03 0 0 225 5.68 040
1.00  145.81 6.38E-03 0 0 229 6.03 038
0.80  104.30 2.99E-03 0 0 348 3.79  0.92
092  104.36 2.29E-03 0 0 455 486 094
Discop | 0.95 107.07 2.21E-03 0 0 484 5.18 0.94
098 115.13 2.17E-03 0 0 529 559 095
1.00  362.63 6.29E-03 0 0 576 6.08 0.95
0.80 91.21 N/A 0 0 N/A 380 N/A
Random 0.92 90.89 N/A 0 0 N/A 480 N/A
Sampling 0.95 92.39 N/A 0 0 N/A 515 N/A
0.98 95.20 N/A 0 0 N/A 559 NA
1.00  174.09 N/A 0 0 N/A 587 N/A

e REBRANZE., Ul BRI R 26, Sk R sair 280, SF 5t a) i s 2
Fb/E G, P KLD. fc Kk KLD. #(NFE. IS ER N ELAS /4R 7T

2. Discop 5| ARIERSMETIE]

DUIES AR CBENLRAED T FERS (A A BEHERS 7], FRATTIR T Discop MY 2.
RN EIE SN HAA i TR L], SRat st AR 3.4 Fion. HIRAIES 3.4.1 /)
T M et AT A, 5 IR AESAE LG, Discop B ZN RSN [H] Y AELE
)7 Huffman & I, BTCABIAMNS AR S S 5%E 03 EL |V BROER . X TRiE o s
8 50,257 B GPT-2 M &, top-p &b (p # 1.00) BT KEMFIEITER, F15450
AN TRV RS /N o TN T8 3% TE 2 BN 1024 K] WaveRNN, AN p BOHUE 04T,
Discop 51 N BIZRSMT [E]ESFHXT AN o
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B3 T oA R AR BT IE 2 A RS s
#< 3.4 Discop KIHSERANEE S| A\BERSMET B EE Bl
BEALREE  Discop KFE

£ 701 ’ N |
(R /B wHi B i () L
080 9121 104.30 1.14

‘ . 1092 9089 104.36 1.15
IGZII‘:%;E 095 9239 107.07 1.16
098 9520 115.13 121

1.00  174.09 362.63 2.08

080  2500.56 267960  1.07

s | 092 252293 2599.81 1.03
“?aE' ENN 0.95  2520.88 2649.25 1.05
ve 098  2537.15 270039  1.06
1.00  2744.50 3582.87 131

3. RESHXL

BIREE 3.3.4 TTOEA4SH T IXMET 7040 Bl A ) B 5 79 18& 1) 2 A PEuE e, (|
N7 TAER e B, AV B A MRS 2 kX 8k CHBEPLR
FEAERD AEE (BRSSO . IA MRS S EN— i R: 1) 17E
53845 007 M A B W B T AR R E BRI S8R B, RE NG — A XM
FRECHE I 050 2588 2) A8 R I ZRIF I 73 S 88 SR Pl B A A 2 AR IE 2 0%
(EAFTER AR, A R B A et AR 288 2 R = R 1, SR AR AR 55, 3R
AR — 25 W) b SR 3 70 AR B — AN AR A — N30

BAULAE p = 0.95 R E FHATRE SIS, 7 EFHIIARS 54
ar, WATAER T EZ AR B T AEREASEN p KEUEZ 4, HAEE S
L —E

XA ART 10,000 NEAKRAT 10,000 NS 3 R OCARR S b
2%, 5 FONUPT R-BILSTM-C 29| BiLSTM-Densel!?!,

BEAR: AT 1000 DR 1000 N . 48 S5 S 941 88 Com-

bined Time and Frequency (CTaF) 1221,

FAVE FENARE LA R R Py TSRS TR 2 e, XA TR bRk
il 50% Ronba 5 ikl 4. A RESeie . KA s B s S8
MR Sobde . WA, EATRIEEIAN 3:1:1. LIRS Rk 3.5 fix. XL
Fa 5 A s ) Py #45E0E 50%, XK, XEEERE 73 88 DLIX 4 R £ 4k
FHPE, XML T Discop 1% 414 .

4. R REIE KL

Discop &% 73 A1 SR AT X 4, XEWEHIL FRES AR RE
HIEFHA KM EM Y N 75X — 5, AT RS s e B it 47 174
O & VP AL S5

XARER: K5 3 /N1 AR R BRSO N B SUARBAR 80 o N T,
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8533 T A EIAS i A T IR 27 A e A
7 3.5 ¥} Discop HIBSE N #TLIE4ER
1% B 5 i 4 P,

FCN[1] 50.10%
WAL  R-BiILSTM-CMY  50.45%
BiLSTM-Dense[?!!  49.95%

A CTaF[1?] 49.50%

A T,o AT LSRG B L N 28R (perplexity, ppl) [U351H mean(ppl) 5
bRUEZ std(ppl), W1 3.6 ian. W LLE M EAVRIEIL, &9 Discop 2 BN AR
B HREVCRE AP SO Y. R 3.7 B T A BOUARE R S 205 (1) S,
WA PLEE H#AR S #0E CR E A .

*#3.6 XEERREITME

Ha4E  mean(ppl) std(ppl)
T 42.858 21.512

C

T, 42.229 22.770

S

3.7 ERXFHESHESH

'

I remember this film, it was the first film I had watched at the cinema.

Bk (FEHLREE:

There was a last minute switch because I had watched it a decade ago in the City School
balcony of a big theatre where the writers were also prominent. So I just watched it, cut it,
then cut it. When I was about 15 years old, I went to the Millie Murphy director’s ticket
and watched The Girl who Would Get Away With Murder and then I watched an Ode to
love. It’s just magic. Once we got into that period with Baby Driver and Gravity and
Rushmore, the characters played what I’d always dreamed. You know, they’d come up
with creative, futuristic, ridiculously stupid songs from here and then the originals would
come out, the normal birds would just sit there and wait for a substitution in the end credits
to get on the schedule. And I just loved that whole process of watching this wonderful,
there is so much greater potential here and it’s been so exciting to continue to put in so
much work and still succeed with these great movies in the works

# % (Discop) :

I was very nervous, at the time. I was 22, and the director was actually at a birthday party
in Paris and just saying the doors were closed. But I put on a large black motorcycle,
got my album saved and drove on, doing videos about history and the films. So I was
really excited. And I found that in this movie, we were at a concert in London. And that
concert was where every song and every act was at the movie playing the music that could
be heard and the message was, “By God, there’s people. But time has passed, and we’re
here, maybe from another world. Let’s see how things can go.” And at the end of the
movie I said, “I hope the thing happened a bit, because there’s no way you can change
what you know. You know? Something has happened. Just let it happen. Let it happen.”
And at the end, I say to myself, “Hey, maybe we can change

EEE R 3 /N AR B AR AN E AR BRI Ay
A, FANEEANE LS 1000 N EAARE S IEEESE A, - FRAT1E A Perceptual
Evaluation of Speech Quality!'?*] (PESQ) SKiPAbiE S 4E i &, &l LIETE MW
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%3 F BT AR AR T E 2 A R S i
B B TR R FRAARE o X6 T2 E P AN A [R) B0as B vb i — 6 = 40 g AR 7] (1)
XA, BATT LA EEAMIZ 0 #) PESQ. £ 3.8 /R T Ay M Ay ZIHIFT Ay A
A, ZIFH) PESQ HUBMERIbR#EZE . AT LR e ATTEUE R #1L, R Y Discop & Ak
& 5 =5 BENLRAE S R 15 & BT AR
* 3.8 IEEAMEETM
¥yEtE  mean(PESQ) std(PESQ)
A, A 3.354 0.122

S

Ay Ay 3356 0.128

C

3.7 i1

WAMFE: BEEL N, EPITRERANEIEZAT, KIET7 el BT
I . AHRHE, EPATRRSIRIUEIEZ G, HlT 75 B B SCHAT R . B
Sb, BRREIRNEIEMBR S IRIEEEW KRS 5H. Fik, BNRE RG—&iS
KMHERH: MEEHNREESH, XWH e 240w Ms E %
%o XFT Discop M5, FEEHZHTYIH PRNG BIF+, HAZE (g
MR AEBARAS . PRNG) RIS — 85 AT N T Rt Sh T8, —Fhm]
REMIMR R T ARSI NI AR S 75k, W1 [90,124], @A — AT
HINERGNRARE R4, AFHAHBRS LD HXHESRH, FeEH
Discop #ATF 5 iEAE

3.8 AFEE

AR T A A TR A R R ) T K I R e FR B A
IRAL I T OB RLZE Y LR A G 2 DA EIA,  FFRIH 0 A B A 1R
SUERFIEHE . T BrIEFRBOES, 3RATE 1 X e 5 Mgt f e — SR SR
fF, IFBIN T G X R RS . B HeAHE S, RATG T RMESEHIERIRA
RIEE . B)E, BAING T QI A0 EIAS B — R R A SO SEBL, 45 T IR
B SR 2 et . 3255, A8 % )3 70 i ARSI 1 XM a5 & Y
RN, B, FATEE Huffman SR E G B — 58 2 Jo o A REE 0 RN 2 52
TR, IXARRRRE IUOM R AT e MR AR 1 ELRFT R . AR
TR I S FAEFR Y Discop, FSEHL 1 HAE A A pANE A X 9 > 2E 7K
155 LIRS . TESCAERUTS b, 4 Discop 5L BB B S0 AT 22 4 I B
HHi& ADG. Meteor BEATXTLLSLSG . SCIREIREN], fE2elE, FREICE. I
[ % J7 1, Discop ££) LT FrA $Rbs L T2 AT S MG, EHS —RIE,
FAVFEH 1 — P K) R RCR E B AR —— X R A AT (UtD, 7] DS 4 3
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83 E T omEIARNERGE R 2 RS HiE

ZIE RN 25 BB AR PR 2 (A PE B . Discop MR N 28 BEIA B BB AR IR 1K 92%
2 95% A XHIER AR, Discop I A BIFRAM EAHRH N B 5 73 s2 i
R, ARSI 8 JCiRAT 24X 73 B AR A Discop ZE B - A2 it & VP
i SEIR R B, FUAFIH Discop A2 BT 3% o S AH 2 .
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H4m BETARGUTEZ RS ERINE TR

B4E ETERATIIERERENEEMETR

AL R, A RS S B RE N 2 L AR WA . I B FE M R R,
EATHE AR F) B SR —— 7 SR AE Y A i R ] R AR 4 SR LR B 0 A . AR B2
PR AR AT IE 22 4 B 55 AT 1) — S JE AR T SR BE RE N R A it
DACSE HoPERE . AR5 4.1 AT ELE M At i 4 ds (DTE) fE(E B Il AT
SEEVERIET 28 4.2 Tk A RS 5 E RN A REAT T 43
P2 B TR B AR RN R () DTE: 55 4.4 1500 7816 G0 a5 7 v (1) £
FHERRED B 4.5 WANAIRCR ., B, 4t = AN D7 R T SEI 5 0T
5 4.6 TN AN E N BT S .

4.1 IAER DTE RY[a)Ra

BN A FR A E AN PR, S H DTE K83 SCmps A+ (PhbE
BUECRE A1), P AR G s SRR M I D985 S o B TN P e 85 B0 )
SRR S AL SN SR R AR A R B SR N T, P DTE
FF-ARAD A B SC . BEHEAN S AR A, B0k 35 5 B A P B 8 2 B A 85 % LT
ZARBE LA BB S (WHONEEIA SO . 1XFE, RIS i i 5% i g k15
THTAGIE IS, X DA A e A7 HA TR 8 T 3 A ik — B ST

EHEINE 0 DTE, BN H&PMZ 0TI

1. AT S0 BH SO AT AT IR nT B v fff ) A

2. AIB s MR RIAY LS A AR B S R (DRBENLELRR P F1D 2 ]

AT, CASEEgntis S5 fdad .

XFE, BATATLUK DTE B2 LAl NP 4 -

1. BERE: HANETEN D' S5 CSEPR AR D Z WIS

2. YRBRE: (FEW /A D SHANELE AT D' Z [AIMFE &

WA 2.7 TR 423, I K DTE % R AL GG (n 5y /R m] R
B, PCFG Bi8Y) SRR S, FiEid 2T CDF [ K4mhid /7 S0 B S i
BAMT o ARG GRS B IME T AR XM R BRI R 1A A IR,
WIEAAN BB TT, B A U A SRR B 5 20 R e TR B AR RS B 1) sl R e
RGO R B IET. T CDF M4l 7 AEE R EE KNG
KBNS M H, fERERER IR WK, RG22 8™
AR WRAK, MU FEONE R W AR, 823 B K A7 it Al
RS . QAT e/ N AR AR RS R B, A — A AR A AR R P ]
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4 TR TR 2 A R I N T R
42 HNEESEEMEZBRXR

N T IR, X DR G OSCAS 8 5 5 SO B N 1] (1 9% 2R et
AT U o RSO A B A, R DA I .

Az i aCRE S T BTSSR B E N o b1 o R PR AR 2

e 4.1 o, AEREOCRRS 5ICORERENE 1) DTE Z (8] &3 F Xt
RER". B, AR RS KE R A SR SR B HENNE 1) DTE #45%
SREIRAR R R LR e A Fe 4 o B ARE 5 SO RO R, B OO RS 13 2 3R L
SEMUSCA B RENN (1) DTE 4 65 05 #2 0 B 2R 5 SOR RO LR Fr 41 (11
o

EANTIEIRE, AR S A EREIN % 1) DTE #RIE KL 0] GEh fR1F 75 A
A RS A BB A 5 AR A R AT BRI, BN A B A W S ) A
SRR AT R AT RESEIE . SCBs b, B A I RBAANE L 70 A, 30 Al
S i S A S A . BRABTE O T A RS A R 4 i), ARG
&, B AT S B AT AR ECE AR X )

XA WG IR A FRA T o Az s 3 PT HIE 22 4 5 4k ) — 2 8RB T e
I RGBT

ERARERUESERA / ERINER DTE 3

3

tEAS BABEXE
0100101101011 The offensive will
0110101000110 commence with the
1011011011. .. first light of day.

i

AR EAVE S IREY / EHEINZR DTE 4wt
B 4.1 ARRXARE 5ERINEZFKRR

4.3 ETREERIREMEARRHLA DTE

HATHE ML AT T, 26l A s 5 sk i) 8 A8 B 3CA
ERENE RGBT, NI SO SO B RN 3 AR 58
1. /NSRS 3 R P RO AT TR BEAE U Y, 36T
EATHEXT B IRTE 5 SO A AR 7 R DL R P RE, ARSI
FINCAEREINE RGBT SEGERNSGTHERELL, R Y e
fig AR EE AR 2 OB S, LA S I sm K iz AL RE 0 A B TE R
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H4m BETARGUTEZ RS ERINE TR
2. WNRIEHR: FETHARGI IS RS h i) — K2 07,
5 L8 B AR G 65 ] USRS 0 A, BATRE ST BRI R 4t
frvcit . SRR G B, T LM Rk B SC A D IR $%E
TR AT D' BEA, FARG A B B % H B IS i fe /1, 645
G i 75 B (AR SRR, RE MO EAT A SRR, AT A AT A f AT S T 4

BA3C DTE ME BX
=
Alice | The offensive will £ﬁ[5’; 0100101101011 M »/1011011001110
commence with the . 0110101000110 ? 1101110111001
first light of day. 1011011011. .. 0011011101. ..
X HARRG '
B fRH828 '
The offensive  will 01001011
® || e
G i 01001011 The offensive  will
------- ' v
X ME 0 BX
Bob The offensive will Y _ (0100101101011 1011011001110
commence with the]| DTE |0110101000110| AEZ |1101110111001
first light of day. BEFE |1011011011. .. 0011011101. ..
’ v
1A B | o | EX
Hacker We were both 4 0011010100001 1011011001110
young when I first | DTE |1101101101111| ME& |1101110111001
saw you. BEFZ |o010101111. .. 0011011101. ..

B 4.2 BETHREESBEHEMBARGEK A EREMNT TR

Bk, il 4.2 Frox, FRATTAT DRI P I T8 B A plAst 24 R0 SRR 9 B 1Y)
DTE Zhd Bk ) E A RE LR A I T
1. BT 8 IR B AR B B ] TG 40 B s (tokenizer) X ASp 4 i B SCHEAT
Gy, 193 R T
FiA TR (FEIR) : e —mED ¢, BRI 30 x, BT
T 4 {7 B oM R A, FOR G b AR B S A AL B iR T S AR Y
25 MR ZE 0 AT B RS, FRIER R A B, EEXAEE, '
2 WIS AT ] TG 38 Ak BE 58 R
3. KR R BOEEE R, BRI IRAG A,
BHE A B SR T S SR SCHE DA X 45, JRTT,  EOdR JEAHE 42 SR AN Ik
b2 G S T L U T T = et AN I R 11
1. i3 (XA BH: ARIES XA a2 EAXSc) FisAa)1iEs
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845 R R T 2 AR I B N T
BRI, HARE A AR AR A (RS, mS . B EE), SRT,
il AR S A E AR NSO R BRI R — MASEN AT, A
EREE =
2. PrF (DAPENLECRRPR)) B HHE W SCmiYTS B Fh17£ DTE fifdif 2
BATURM “FER” SRR, R, mTHEARGREKmID TR, fif
PR R B SRR 2 A5 B R TR AT BE AL B U R bR
UeAh, EMF 2, 170 (FET 8 kD) R AR 75 B ARAL, 8
N AR B B /N ER BT, SR, SRR YRS AR K w5, A
B SCAT et P= A AT 7 S KA — @ 1R I 8 MRS
A il A (padding) 177 A Bk A&, 5 BR AT X 704k, B
ISP = i) P el YR
1. AT RAEE IR FR AT X RHE, HASSIH AT X 73 RHE
2. 1£ DTE f#RGET, 78507 Be s 7% & H Lo Hh 1R i) 5 2008
AR IR LL ), FRATT T 7 B ORI AT AN ZE T DA BEN IR 7R T &

431 PBAMEE LRfAFRENIETE

WL 4.1 Pros, XSO P12 8, FRATERIH AR ¢ N IR iG
WSO B — AN 5 0] 1, SR JE BEATLH RS B R o (93840 ) 76, AR ORI B4R 'S5 A
MRS — A A . AN HL, 7E DTE fiRfdad #29, FRATA] DU 2 Br A i A
SR RN ERRIXMIE A . O T XM AR & HRE S SRR SR,
Az RIS FRAT T4 F £ BE LR AT FE) SR

Hi% 4.1 message_padding(M,G): B3O LHNBENIET

Input: JRIRHISC M, MR G
Output: H 7 5 1L M’
padding_tokens « [ ]
while not contain_ending_punctuation (padding_tokens) do
P < G (M]||to_string(padding_tokens)) /1 T AT RS A
w < random_sample (P)
padding_tokens « padding_tokens ||w
end
r < random_int(1, size(padding_tokens) — 1)
padding_tokens « padding_tokens[0:r] /1 PR R 35 3 18 7T
M’ « M||to_string (padding_tokens)
return M’

R A, A AN R SR G B SO AR DAL HE I AR AR s 45 . i
& DTE f i 2 A 2w MIBISOR B AR, EEATHMASET, AT ARZRA
e LAARAE A ) AR 45 SR B B SOR S AN — R0 5o 3K — $ I B8 PR 2 3 Pl o
RN UG IISCE — s s 2205, (BEA S SR R R TE .

e 0 NN N A W N -

—
)
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45 BT AR AER A 1 RN ) %
4.32 T EE_LAAREYIETT

FEXT AT REAT N2 AT, FRATR I 2 KTy 8 RS . Wk Bl
R A R %, AaFIEHE ., PKCS#7 7, Mo fEfe4i A=
AR 2 M LA T R E & B EE R N A, BRI 2% i —
TR B 787 R

BT R OABEAL, FRATHAE Oy BEHL LR PP B R F - AT 7 . %
FhFIRAMKE N s, HAKE RN z, IBAH s+2z2=0 (mod 8) Wi L. A T fifH,
B z = (8 — s mod 8) mod 8. TEIERENIZ, FiFZHFIHA T GESTE DTE iy
I SI GBI SCA . DRI, FRATT IV 38 S b 25 I R B R RS HH A R AR AT 5, DB
ToVk IEM A R B SR R BE R . WL 4.2 Fows, RATRIA REER AR, N
JRAEFH A il — N E N z B B AL B AR 7 21 3E 78 9 ol Hg g SO, e
BHREERIINCREREFT S . WRHSTINGRER SRS, W72 E A it
BENLLLER P AIATE, BEEHASEI NG KRS S

Hi¥k 4.2 seed_padding(S): FFEmE LHMABENIER

Input: JFU5FF S
Output: H7 5T S
s « size(.S)
z = (8 — s mod 8) mod 8
if z = O then

‘ S« S
else

[ S

padding_bits « [ ]
while True do
padding_bits < get_random_bits(z)
if not contain_ending_punctuation(decode_step(padding_bits)) then
| break /] T EEBE RGN AR RET
end
end
S’ « S| padding_bits

—
S ¢ o 9 & U A

-
N =

—
w

end
return S’

A T ZHAMEN AL G, AT A0 3 T8 B A s Y
FHEAR ALK DTE 4atg it AR an vk 4.3 Fos, 52 A% ) DTE fi#fs i 2 an
B 4.4 s,

—
hn A

4.3.3 HARZwH

Shannon 15 V5 2 5 5 3 31 25 W 7 Bodis 16 4 1 B AR PR o MR IX AN E 3, —
AMATCHIBAERS K A2 — log, p ELiF, Hd p AZFCHBME . B4, Fraid
TCHPFIE RN — X, p; log, p; FURE,  RINALJC IR A 15 004 o

N T E B AR R FRAE I, BRSNS B B AT A AL,
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H4m BETARGUTEZ RS ERINE TR

#¥:43 Encode(M,G): DTE mig%s:

Input: B3¢ M, AR ¢

Output: fi .S

M « message_padding (M, G) /7 AXEE A ALE S
tokens < tokenize(M) /7 A
| « tokens .size()

S <] /] BT
fort < 0Oto/—1do

P < G(tokens[:1])
S, « encode_step(P, message_tokens[t])
S < S|IS,
end
S « seed_padding(.S) /] BT EE W REALE

return S

O 0 N N N AR W N -

—
ra—_——

H¥:44 Decode(S,G): DTE fREHE

Input: Fi§ .5, ApiEA ¢
Output: 13 M

1 ] « S.size()

2 decoded tokens « [ ]

3i<0

4 whilei </ do

5 PO Q(decoded_tokens[:t])

6 | token,n « decode_step(P",S[i:])  // #EEGHEIE T KA AL SR A K E
7 decoded_tokens « decoded tokens || token

8 i<—i+n

9 end

10 M « to_string(decoded_tokens)

1 M < remove_message_padding(M ) /] EBRK e Z AT

12 return M

& B BN B P A1 65 0 [0, 1) IXTAI A 1 —A> ikl . Bk, SRS
B PR 2 AL o Ao 0 T M 4 /)~ DX T T 7
1. &4, XTEEHIEEN [0, 1),
2. MR A A AR SN )R] TR A, R AT IR R 2O |V DS EANEE
T XA g iR A AR T, Ho |V | Rl R, AT IXTE
RN 90 VAR bTwEiof 1 5T S = AP BN b /T LA v v = 2 0 VA ]
T XA HT R AT X (). EE XA R, B2 SR W e 2 .
3. frfr A e AR AL B e i, A IXE R R R A (kD #R]
LA EEAN P 2 ) i o
b R5 b B X ) K/ S Bk T B AR B T B E MR, (1R R D K
JEEAE I Kt s 4 R BRI AR PR

b IR R AT LA JE RS BEX MBI — R AL, RS
KB OL . LERARSCHILN, S5 S A3 A5 FH A BIRRG BE 1) — A A2 5 2 A7 49
ORI S A =24 i X T8 ) 7 A o AR SR A3 e 3 T 1t )~ DX 1) 18 7 OR 5
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84w BT AERIE RS BRI T R

IgmhS . TR EA IR, JodEAN 7o 2 Be )5 DXCTR] R 2 A i s P R 80l — S 1)
BN REERERRZ, A —ETT, RN ML A AL, A
FAF PR S AT HE A —1L (renormalization): PAANEF A7 2% RIS A2 FE K A L AT 4%
o, R MRS 788 B LLARE 70 i 00 B A7 A7 2R AN 78 4 0, A5 i 6 . [ 2F
FFAANARA 1o AT A 1 O AL BE TS B W i 06T I B 57 A7 2 0 P A o
PRI A B ST A B It . S 7O EERAR, R 4.1 g5 T IX PR
THEAEE — AN TC I T B av by ¢ =/ NATEIE G, BEREHN 173, KFF
ARG FE RN 8o B iiY a, T HXMNEF XA K AJLFIg N 0, Eid A
BRIX— R L, e S dh e 0, Am sk ss 1. wbd o i, #
TS b, HT IR 5 X A AT, B AA T EZFAT ERIH— 1k,
R 41 ETBAFTERNOEARGRL RG]

W0 8 I
S8 il
a 1/3 [ 0/256, 85/256) 00000000 - 01010100 0 00000000 - 10101001

b 1/3 [ 85/256,171/256) 01010101 - 10101010 / 01010101 - 10101010
¢ 173 [171/256,256/256) 10101011 - 11111111 1 01010110 - 11111111

Hot MR

M o R K
IS

4.4 (EERIMBZBFERIREE

EREINE RGN A FIR A5 P R A A i JiiExS DTE 415 2 Fh
TRATING . RELERRRE, —SEAs 55K CBC #0) &0k
FrnE WA B R E K BTN . SR, 51 4.3.2 hRBIR L, il
—ANEREINE RGURM T IX BT R AR, AR PR AR 2
M I AT REA M SUEBSHTE N, KRR T T XML, B 1%
PLERE . A, BN E 2R G N e 8 A IR 5 IR TR AR A A

4.5 IG5
451 SLIRE

F BRSO 2R, FRATTIESE OpenWebText2 Hirdf 42 125 4 g Sz B d 4 .
ZEEEUE T Reddit BAF70 50 m FIMG T3 RGP TT N 2R . BATTHZE 4
HBEATLIE L 100 25 5CAY, BV — 25 SCRMIRT 4 N FENIASC, AR &I
() DTE %t JL AT St 159 B0 R0 1, SR 5 13 FH A% G0 0 25 S0 B 04T I 43 3
B, AT AL G a5 Salsa20, IR MU EYE, BHKEN
256 1. FEGRPEA AL T, A1 EM T Llama 2112610 GPT-28361
DistilGPT-21271 73 5l 3k 47 52 . Horbr, Llama 2 BRI IRATHE I H: 7B JlRAS, 1M GPT-2
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43 RETAMATEZ RS ERINE TR
RERIIRATN 2 FH L 124M. 355M. 774M Al 1.5B X PURRAS o

Tl SEIGERAE — e MLas bk, HAEANCE A CPU 3.00GHz. 128GB RAM.
NVIDIA RTX A6000. #i#E4if it Hugging Face [¥] Datasets F U8 iz

452 JHfhiEHR

1. BIEIE

FAVIEF 75 2 DTE G Pudih 52 s gm i A fghs, ik, |AISIET DTE (1)
S350 Y R T () RSP X RRG A ), BRSO FD/R TG S5 T A% G0 i A o) 14D o i 8 3k
FEARHE, HAFERAHE T DTE JfRidk i ] LR AT, B DARATTAR X 4
I (B 34T Se it

2. EHEHR

R4 Z2AE VAN AS J5 S A R 4 R I — N OB AR AR, o SO R IGHE K
NG Yt JE B KNI A . AR R BB R, RN B R 48 R B

3. R&M

BAVE FHBANEAE 040 D' S5{5E B 0504 D' 2 B 1) KL 8RR R iTAL %
SVEM TR, HRAE TMISRE. KR, A aes iR 54 D'
ARG A AN 02 e B DX TR) A 28 A7 o A AT RE S it — e Ay N, ik B
o3 D B A DY A5 NS B4

UeAh, FRATTINBL 0] Be R HL ) B g o . Bk AR % S,
AT DA 2 SCHEAT 2 IR B 8 A2 BT T BRI B R R SRR T
AR, @I BT A AT RE R R T AT DTE MRS RIRTG P I . AT
MR E AL LIS, S e R AR MR A 0 gk B SCHEATHE T 2 BOSARAE —
SRHFFERR, 2 A8 XA FR AR EAT Bk 5258, 1B SCRISF 3 HE 7 IR 50%,
U] 2% BH XA BE BN 235 R Gl 2e & —— X2 RN 50% AH 24 T BEHLIE 15 31 i 45
SR, H AT TCEE N SCAR BRI 2 R G BUEHE P e bR B AR OCH 7. JRAT 1S & X
2R A0 B AT A2 SRR IR 45 A “ A2 AL ZE OO MESR” B “& N
KEWSCARMMEZR” AR AHTfabR . BUONE B SC— O NS ISCA, iR S
AR AT ZE RSO . FRATT T 1 AT ZE SO A 28 4 Fast-DetectGPTH281

453 SLWWERSSH

SEGEE RN 4.2 PR, SR ah RARE, WA FH A IR B A AR R F RIS 1
WK, P38 g/ AR i TR 2 B0 A R I K R g . 28R, 7R CPU MRBE T,
18 F] Llama2 7B. GPT-2 124M, DistilGPT-2 82M %t 100 /™7l 7t i 4T 4 i T 75 1)
SRR 200N 92.8 by 14.5 F5. 13.8 b 45| N\ GPU g, 4ifid 100 4]
JCHT T8 BP0 2 Sl B 22 14.6 #5. 2.86 #0. 2.67 . P IAff Rt isf i) 21 A AH
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B 4w ST AR TR 22 A N S R Ty
42 FEROOEHNESROETHER
G RIS [ AR P )

CPU GPU CPU GPU

Llama 2 7B 9.28E-01 1.46E-01 5.68E-01 5.20E-02 9.62  257E-12 50.55%
GPT-2 1.5B 3.27E-01 9.31E-02 1.94E-01 4.29E-02 797  2.59E-09 56.58%
GPT-2 774M 2.69E-01 5.09E-02 1.52E-01 2.84E-02 7.82  439E-08 34.08%
GPT-2 355M 1.88E-01 3.92E-02 1.07E-01 2.02E-02 7.51 1.71E-08  20.18%
GPT-2 124M 1.45E-01 2.86E-02 8.31E-02 1.22E-02 6.80  4.00E-09 20.00%
DistilGPT-2 82M  1.38E-01 2.67E-02 7.71E-02 8.15E-03 5.89 1.34E-08 22.86%

T R ETHRIR BB pyy F5H Fast-DetectGPT 45 Hi ) “ AN AR BOCA
MR "o i/ RIS IR (1) B 9 RD /AR G, KL H5ORE PR SR Ay LU AR /3R] I

[ BN Y i i 0] 16 1/3~2/3 Fodi . Bl 0008 B A B 28 1) FUAR 1)
WO, P35 R 4 2 S A R 3G B, I R 9 RS ER RS A AR TR
BRI AR AL . I R RIS, AR 2 5.89~9.62KB 1+
it AR BAE A T E 1KB BIAT, RO 4 A AME R IT . 2% KL #UEm)
E7E 10712~1078 X ARG, RUE AT ARG 5N gD R BN . A8
RN, T8 R 0 SO B A e i b e 6 4 1 W SCHRAE EL B RE il
(20%) HIPLE, X EIRULEH T IXFhHEF IR A RCE,  (H 3 B I LU A (1) 4
BRI LUK o an SRS R RS BOR ASEAY, IX MG HE e e it B SCHEE 32
T 50% AL E

7 GPU 85 K, &A% A Llama 2 7B A HE4T BR 96 5 CDF 4w s %t
Ebs2de . XFF CDF Zafd, AEREEEL 164 24. 32, 40. 48, SZIRSERUNE 4.3 FioR.
SERKW], HARImMILH K45 % 2 CDF g 5~15 £%, XRIFE AL 5
F AR E AL T8 . fEgmBS R B 71, CDF JmhS ARSI KL SR,
AR IS 545 2 48 1) CDF 4mi ) KL BUZAHUT . ANk, SFARYm AL E I (8]
FEJ7 B 5 T CDF Jwfd. AR S, BARG 6D I 7 I 4mfdist (8] Lk CDF Zwht ey
2 25%~32%, T fAERLES (AU L CDF Zwfid & 20 1%~5%.

® 4.3 HAYRBS CDF 4&igxitt
iDL YmigEE] RROESTR] E4EFR KL #UE

CDF 16  1.16E-01  5.08E-02 1.84  9.04E-01
CDF24  1.15E-01 5.07E-02 1.23 1.77E-03
CDF 32 1.11E-01  4.97E-02 0.94 1.63E-06
CDF 40 1.16E-01  5.14E-02 0.73 6.63E-10
CDF 48  1.16E-01  5.09E-02 0.61 3.13E-13

BRI 1.46E-01  520E-02  9.62  2.57E-12

1% : CDF Ja (N7 R AE L - R 5 TR R4 T 418 G/ fA A IS [ ) B2 D A /4]
JG, KL HUSE SN LR/ T o

R A4 JRR T AT 7 RAEER: Llama 2 B 1 R BA SC2m], ok
PRI R SOR R T IATE . UL Y, IR0 IR P A R AT S AR G 5
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B4 m EETARGTIE R SRS R E RN T R
) SCA B E T 5 5 mT LA AR ot B v ) A B O

4.6 KRE/NL

A B 22 AR AT IE 22 4 e S T — L6 AR N - SO BRI o . A
Jk/ DTE [ R M0 8 T, BEiE 17— i3 TR B 2R A AR A AR G
F91) DTE: B 5EXs W SCREAT 703, R 18 P SR G o MR A0 % 58 2 R o 2 i 114
R AR B SCa S 1o O 1 THERTTIX 0 RS, BATAE B SORUR 3 PN 2 T
B T ONBENIE R T S ARG . IR 4i A et = AN I RIS, I
M I F LA R R BT 1B SOR B RE N I Bl HE e fabr . SRIRE R K
W1, % DTE BA RUFgiRADE L. FORG 63 {4451% DTE B A B 1 R 46 5%,
BN GRS o A0 F IR AR P A AR R, R R BT M MLk 4
bkt L SCHEE IR 50% RIALE, FEITRENUEIERIER, XU B H A7
R BLE T IEBRBUREUN. ZetEE .
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H4m BETARGUTEZ RS ERINE TR

% 4.4 HBAASCESH

BN

(LIPS

(LIPS

(LIPS

(LIPS

(LIPS

(LIPS

(LIPS

(LIPS

(LIPS

(LIPS

(LIPS

(LIPS

(LIPS

In the past few years, there has been a surge of deep generative models, which can approximate
complex non-trivial data distributions and synthesize realistic data. Moreover, their popularity
is gradually increasing, providing great scenarios and techniques for efficient, provably secure
steganography in practice.

The sounds of nature lingered throughout, painting a tranquil atmosphere where the mind
could dwell over the mysteries of the universe and the enigma of human existence.

Others, however, found the time to be difficult, and kept themselves busy with unending tasks,
trying to put behind them their inability to go to sleep. In the thick of their storm, they would
spin themselves into crisps with endless talk of shoulds, coulds, and woulds.

Her mind drifted happily until the shivers of the sea choir shook her body in alert.

Here is the start of a poem written on such a night. God Giving and Glorious, is a one-term art
class designed to help you build your poetic prowess. With the guidance and direction of Syd-
ney Williams, you will learn how artists use their work to position themselves as exceptional
leaders.

It is time to celebrate the unbelievable beauty and the architectural splendor of Gujarat, as it
opens its exquisite door for the cultural event of a lifetime. It is a time to welcome the month
of Janmashthami, by celebrating Shree Krishna Janma Divas, and by visiting the City of Lord
Krishna, DWARKA.

The memory of this, the first time I held our son, Justin, awakened sleeping emotions of love,
bliss and wonder.

Looking up at the stars and listening to the night whispered softly into my ears, I would, quite
often, fall into a spell of enchantment and despair, all at once. However, my unearthly tresses
were frazzled into rustic flax, when it had come to a startling turn around time.

This is how our writer spends her evenings with her muse, her magic wand and an empty
spiral notebook. This is her second work of art. One article in each of two consecutive
Sunday newspapers of the New York Times. These were the only two articles that remain,
for this was home to our writer and her telescopic lens.

Yet before stories of dreams and fantasies could be written would come the night to dawn,
evoking a time for silence. For some time, that time has when shame like the devious whispers
of a village gossip, became the words of a whispering romantic.

Though now this serenity too shall fall, for it is upon this lonely trail winding through the
lush forest that an impending terror only known for its horrifying tales shall soon befall on
the unwary. What terrors could lie in wait in this land filled with mystic enchantments-+-?

I awoke to a familiar view... and yet not so much. My words whispered, “I love this sight!”
Though the darken depths are becoming all too familiar, the twilight time still holds a variety
of beauty that sways me from the last jump of shadows.

It was during such moments that Noliviere Bailee found herself embracing a form of poetry.
It was a fancier version than the one that had been infused since her early elementary school
days. After all, this poetry was expressed through the pages of paper and ink; it was a means
to write to her heart’s desire.

As I found the delightful space in my journal, I felt truly blessed and grateful. As I navigated
brushes, bristles, and the calligraphy pen that moved across the pages, the night became ever
so sweet. There was a sense of tranquility that came over me, and as these simple moments
drifted into the stillness of my being, [ knew I was content.

T RO PRI TR SOR 2 TH IR TE -
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51 THE=4

AAE BRI K 52 8 XA AR 51, MR A RS A P
KA T SR —— Bl PEAN O kA, B S il ol I 22 4 B 5 A0 SO B RE T
HRRITWTTC . W T B FIAE SR AT HIE 2242 B B2 'S My 3t A2 S8 B A7 72 O o) e 10
WA, WA DR FF A EE, BETE 1 4B i3 20 A B A I i RORTIE 22 4
B S o IR 2R R RTIE 22 4 B 5 AU Y R AR N T BN, vk TR T
TR PS8 A A PR AN B A 2 B 10 SCAS B RE TN 27 3 o A SCH) BB QB sl B Z5 0T

LR T —MET MBI AR ERNERZ £ RS HE

W IEIA R AL T HOME RIS I BER A G 2 DA RlAS, JERIH 2>
AT EIA B 2R SHMEDRE T B o B ACAIE T, 45 1 XA S /IS A\ R 2
6. WA ORFFIIME, 4l 7 IXMIE GG R 22t . @i 7 4 8
R F T TR EGHIERIRAR, RS T RSO OS5 6 X A
S5 EMERE . 1R T R A BRCR K B s —— xR, AT EAE
Gy 3t 220 1 R N A LA IR 2 TR (R BEE  SESGR B, B S I RN A ESR
BRI R o X LU IR AR, SN RIS RN, TR R 11207 %
FE SR L T ) vt 2 o

2. R T —FETRE LB E ARG A B R INE TR

W TAERGRE S ERINE 2B R, Rl R 2 2R s
A ) — L8 AR S ] T SO BRI RGBT . N DTE F AR5 2% A
GMALURAE T, WE T — AR TR A S BRI SR i Y DTE: 5 5% 95T
BEAT 73R, R 5 A SRR i L AR 4 % R A s L 2 ) ARE 23 0 AT s B S D
e N T HERATIX 2 RRAE, AR SCORVRR 5~ A 2 B Beih 7 DS BENLIETE T & .
SEIGAR ], PR BT RIS R SR, AEAE T GPU s i i
B, AEAE IR AR AL, AR N Z et .

52 FRFKIIERE
136 FEL 4 T S SR A S ) i 2 1) S P 1 R 5 T o
1. ST A0 B A 1 S Ky i 35 M (S 005 S LIRS Oy BE M LA i 3E (PRNG)
fFhF, BRI H RTOOE F TR B A S 5, 1 0 4 Bt B e R 3]
NGS5, WAL X FR RS M3 B AR S i, Bk — AN
(77 1) o
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HSE Mg HREY

2. BT ATEIANFRE G B A& 5 R R S A s A, anE [
A, SRR IR AR SOR A A 55 R 2 A (B R A K 1
S IR AR U A el AR R Mg SR A R A Y, B
e MERIRR T .

3. HATTAERANEZ 2N RS MG A BAA S, X RWRE EIERE
EAATHUSTE AT M. S O EER AE hE W A E A B,
EREE. EESEEE TR BIRSE . REMmLSEABRE. Ui ssEan]
IEZ 2R, AT RSN AVERE, WA EER .

4. W TIR LA A BAT R AN AT ARREE, BRATITE i A LA™ 14 75 3AIE
R P58 A A TR P9 A 93 A1 5 W SC S B o A B BRI . AR SO B RE TN 7
ZE b, 456 SR T DL AT I T EREMERE AL, BVE R — AN RTAT
Tt
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